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6.1 Overview of Firewalls

Definition

A firewall separates an internal network from external networks to protect the
internal network from unauthorized access.

Purpose
A firewall provides the following functions:

e  Prevents hazards on external networks from spreading to internal networks.
e  Protects devices and key resources on internal networks.
e Controls internal users' access to external networks.

6.2 Understanding Firewalls

6.2.1 Security Zone and Interzone

Firewall functions are implemented based on security zones and interzones.

Security Zone

A security zone (zone for short) is an interface or a group of interfaces with the
same security attributes. Each zone has a globally unique security priority.

The firewall considers data flows transmitted within a zone reliable and
implements no security policy for these data flows. It checks security and
implements security policies for data flows transmitted from one zone to another.

Interzone

Any two zones form an interzone, which has an independent interzone view. Most
firewall configurations are performed in the interzone view.

For example, zone1 and zone2 form an interzone. You can configure an ACL-based
packet filter in the interzone view to filter data flows transmitted between zone1
and zone2.

After the firewall is enabled in an interzone, when a user in the high-priority zone
connects to the low-priority zone, the firewall records information such as the IP
address and VPN in the request packet and generates a session. When receiving
the response packet, the firewall checks the packet information. Because the
packet information has been recorded in the session table, the firewall allows the
response packet to pass. By default, a user in the low-priority zone cannot connect
to the high-priority zone. To allow internal users to access the external network
and prevent external users from accessing the internal network, configure the
internal network as a high-priority zone and the external network as a low-
priority zone.
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Advantages of the Zone-based Firewall

On traditional switches and routers, policies are configured based on inbound or
outbound interfaces. As the firewall technology develops, a firewall controls
communication between an internal network, an external network, and a
demilitarized zone (DMZ). Interface-based policy configuration increases workload
of the network administrator, and incorrect configurations bring security risks.

Some firewalls support global security policy configuration. This configuration
method does not allow different security policies on interfaces or zones, which
limit application of firewalls.

Compared with interface based and global configuration, zone-based firewall
configuration adds a group of interfaces to security zones and applies security
policies to zones, simplifying configuration while maintaining flexibility. Zone-
based firewall configuration reduces workload of the network administrator and
allows different security policies to be applied in complex networking.

6.2.2 Firewall Working Mode

To improve networking flexibility, a firewall device defines the working mode of
each interface but not the entire device. An interface has the following modes.

Routed Mode

A device is located between the internal network and the external network. On
the device, the interfaces connecting to internal network and external network are
assigned IP addresses on different network segments. The network topology needs
to be changed.

As shown in Figure 6-1, two zones are configured on the device, Trust zone and
Untrust zone. The interface in the Trust zone is connected to the internal network,
and the interface in the Untrust zone is connected to the external network.

Note that, the interfaces in the Trust zone and Untrust zone locate in different
subnets.

Figure 6-1 Networking diagram of routed mode
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When forwarding packets among the interfaces in Layer 3 zones, the device
searches the routing table according to IP addresses of packets. The device is
similar to a router in this case. However, unlike a router, the device filters the
packets and determines whether to allow them to pass according to the session
table or ACL rules. In addition, the firewall takes other attack defense measures.
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6.2.3 Packet Filtering Firewall

A packet filtering firewall uses access control lists (ACLs) to filter packets based on
the upper-layer protocol ID, source and destination IP addresses, source and
destination port numbers, and packet transmission direction.

When receiving an IP datagram, the firewall obtains the packet header, and then
compares the packet header information with ACL rules to determine whether to
forward or discard the IP datagram. Figure 6-2 shows how packet filtering is
implemented on the firewall.

Figure 6-2 Packet filtering firewall
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Packet Filtering Firewall on the Device

The device supports packet filtering firewall and can filter the following packets:

e Common IP packets: The firewall checks the source and destination IP
addresses, source and destination port numbers, and protocol IDs of IP
packets against an ACL. It forwards the packets permitted by the ACL and
discards the packets denied by the ACL. The information that the firewall
checks is contained in the IP, TCP, or UDP header.

e Fragment packets: The firewall can identify the packet types, including non-
fragment packets, initial fragment packets, and non-initial fragment packets.

When receiving the initial fragment of a packet, the firewall compares Layer 3
and Layer 4 information of the initial fragment with the ACL. If the fragment
is permitted by the ACL, the firewall records information about this fragment
and creates a matching table for the following fragments. When the following
fragments arrive, the firewall directly forwards them according to the
matching table.

In addition, the firewall has a default method to process the packets that do
not match the ACL. The default method can be set by users.

6.2.4 Stateful Firewall

A packet filtering firewall is a static firewall and has the following problems:
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Some security policies cannot be configured for multi-channel application-
layer protocols such as FTP and SIP.

Some attacks (such as TCP SYN and Java Applets) from the transport and
application layers cannot be detected.

ICMP attacks cannot be prevented because bogus ICMP error packets cannot
be identified.

The first packet of TCP connections must be an SYN packet. If the first packet
of a TCP connection is not an SYN packet, the packet is discarded. When a
firewall device connects to a network for the first time, non-first packets of
existing TCP connections are all discarded if they pass through the new
firewall, and the TCP connections are torn down.

Application specific packet filter (ASPF), a stateful firewall, is introduced to solve
the preceding problems. ASPF can detect attacks related to the following
protocols:

ASPF Functions

Application-layer protocols, including File Transfer Protocol (FTP), Hypertext
Transfer Protocol (HTTP), Session Initiation Protocol (SIP) and Real Time
Streaming Protocol (RTSP)

Transport-layer protocols, including TCP and UDP

Major functions:

Checks application-layer protocol information, such as the protocol type and
port number, and monitors the connection-based application-layer protocol
status. ASPF maintains status information of each connection and uses the

status information to determine whether to forward or discard data packets.

Checks transport-layer protocol information and determines whether to
forward or discard TCP or UDP packets based on the source IP address,
destination IP address, and port number.

Additional functions:

Checks contents of application-layer packets.
Checks the first packet of a TCP connection.

Filters ICMP error packets. An ICMP error packet carries information about a
connection. If information in an ICMP error packet matches no connection,
ASPF determines whether to discard the packet based on the current
configuration.

The ASPF function and the packet filtering firewall can be used together on
network edges to provide more comprehensive security policies on an enterprise's
internal network.

Basic Concepts of ASPF

Single-channel protocol

A single-channel protocol uses only one channel to exchange from session
setup to deletion. An example is HTTP.

Multi-channel protocol

Issue 13 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 430



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security

6 Firewall Configuration

A multi-channel protocol uses a control channel to exchange control
information and several control channels to exchange data. An example is FTP
or RTSP.

Basic Principle of Application-Layer Protocol Detection

Figure 6-3 Basic principle of application-layer protocol detection
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As shown in Figure 6-3, an ACL is configured on the device to allow internal hosts
to access external networks but reject access from external networks, which
ensures internal network security. However, the ACL will filter out reply packets
sent in response to connection requests, leading to connection failures.

After application-layer protocol detection is configured on the router, ASPF
monitors each application-layer session and creates a status entry and a
temporary access control list (TACL).

1. ASPF creates a status entry when detecting the first packet sent to an
external network. The status entry maintains the status of a session at a
specified time and checks whether the session status transition is correct.

2. A TACL is created when a status entry is created and is deleted after the
session is disconnected. A TACL is an extended permit item of the ACL. A TACL
matches all reply packets in a session and helps set up a temporary return
channel on the external interface of the firewall for reply packets.

The following uses FTP as an example to describe the multi-channel protocol
detection process.

Figure 6-4 FTP detection process
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Figure 6-4 shows the FTP connection setup process. Assume that the FTP client
uses port 1333 to initiate an FTP control channel connection to port 21 on the FTP
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server. After negotiation, the FTP server uses port 20 to initiate a data channel
connection to port 1600 on the FTP client. If data transmission times out or ends,
the connections are deleted.

The FTP detection process is as follows:

1. Check whether IP packets sent from the outbound interface are TCP-based
FTP packets.

2. Check the port number and verify that the connection is a control connection.
Create a status entry and TACL for the reply packets.

3. Check FTP control connection packets, resolve FTP commands, and update the
status entry based on the commands. If there is a data channel setup
command, create a TACL for the data connection. The firewall does not
perform status detection on data connections.

4. Perform matching check on reply packets based on the protocol type.

Determine whether to allow reply packets to pass based on the status entry
and TACL.

5. Delete the status entry and TACL when the FTP connection is deleted.

The process for detecting single-channel application layer protocols is simple.
When a connection is initiated, the firewall creates a TACL. When the connection
is deleted, the firewall deletes the TACL.

Basic Principle of Transport-Layer Protocol Detection

Transport-layer protocol detection is common TCP/UDP detection. Different from
application-layer protocol detection, transport-layer protocol detection checks
transport-layer information in packets, such as the source address, destination
address, and port number. In common TCP/UDP detection, reply packets returned
to the external interface of ASPF must exactly match the packet sent from the
interface. That is, the source address, destination address, source port and
destination port of the reply packet must be the same as the destination address,
source address, destination port, and source port of the packet sent from the
interface. Otherwise, reply packets are rejected. If you configure TCP detection
without application-layer protocol detection for multi-channel application layer
protocols (such as FTP), data connections cannot be set up.

6.2.5 Blacklist

A blacklist filters packets based on source VPNs and source IP addresses.
Compared with ACLs, the blacklist uses simpler matching rules and therefore can
filter packets at a higher speed. The blacklist can effectively block the packets sent
from specific IP addresses. Blacklist entries can be manually configured or
dynamically generated.

As shown in Figure 6-5, the IP address of user B is in the blacklist, so packets from
user B are discarded by the firewall.
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Figure 6-5 Blacklist
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Blacklist Features Supported by the Device

You add entries to the blacklist manually. In addition, if the device detecting an IP
sweeping attack or port scanning attack, it adds the attacking IP address or port
to the blacklist. Then, all the packets from this IP address or port are rejected
within a certain period. You can set an aging time for entries in the blacklist.

The firewall discards all the packets from the blacklisted IP addresses no matter
whether the packets are permitted by the ACL.

You can export entries in a blacklist to a file or import entries to a blacklist from a
file.

6.2.6 Whitelist

IP addresses in the whitelist will not be added to the blacklist statically or
dynamically. An entry in the whitelist is represented by a source VPN and a source
IP address, and must be manually configured.

If valid service packets sent from some devices are similar to IP sweeping attack or
port scanning attack packets, you can add these devices to the whitelist so that
packets sent from the devices will not be discarded by the firewall.

Functions of Whitelist

If you add the VPN or IP address of a host to the whitelist, the firewall does not
check packets sent from the host for IP sweeping or port scanning attack, and
does not add the IP address of the host to the blacklist.
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Whitelist Features Supported by the Device

After receiving a packet, the device checks whether the packet is sent from an IP
address in the whitelist. If the packet is sent from an IP address in the whitelist,
the device does not check the packet for IP sweeping or port scanning attack, or
add the IP address to the blacklist. However, the device still performs other
security checks, such as ACL-based packet filtering, ASPF, and traffic statistics and
monitoring, to ensure network security.

You can set an aging time for whitelist entries.

You can export whitelist entries to a file or import entries to a whitelist from a file.

6.2.7 Port Mapping

The application-layer protocols use well-known ports for communication. Port
mapping allows you to define new port numbers for different applications or
specify the range of hosts that use non-well-known port numbers.

Port mapping applies to service-sensitive features such as application specific
packet filter (ASPF) and Network Address Translation (NAT). For example, the FTP
server 10.10.10.10 on an enterprise intranet provides the FTP service through port
2121. When accessing the FTP server through a NAT server, users must use port
2121. By default, port 21 is used for FTP packets. The FTP server cannot identify
the FTP packets that use port 21. In this case, you need to map port 2121 to the
FTP protocol. After port mapping, the NAT server can identify the FTP packets that
use port 2121 and send the FTP packets to the FTP server. In this way, users can
access the FTP server.

The device provides ACL-based port mapping and performs port mapping only for
the packets matching the specified ACL. Port mapping employs basic ACLs (2000
to 2999). In ACL-based packet filtering, the device matches the destination IP
addresses of the packets with the IP address in the basic ACL rules.

As shown in Figure 6-6, the PC on the external network accesses the WWW server
(port 8080) on the internal network. When the device receives packets sent by the
PC, it matches the packets with the ACL. Only packets with the destination IP
address 10.38.2.4 can pass through the device.

Figure 6-6 Port mapping diagram
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6.2.8 Attack Defense

Attack defense is an important network security function of the firewall. With this
function, the firewall can detect various network attack behaviors and take
measures to protect the network, ensuring normal running of the internal network
and systems.
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Types of Network Attacks

Network attacks are classified into three types: Denial of Service (DoS) attacks,
scanning and snooping attacks, and malformed packet attacks.

DoS attack

An attacker sends a large number of data packets to the target system to
prevent the system from processing requests from authorized users or make
the host stop responding. DoS attackers include SYN Flood attacks and
Fraggle attacks.

DoS attacks are different from other attacks because DoS attackers do not
search for the ingress of a network but prevent authorized users from
accessing resources or firewall.

Scanning and snooping attack

Scanning and snooping attacks identify existing systems on a network
through ping scanning (including ICMP and TCP scanning), and then find out
potential targets. By scanning TCP and UDP ports, the attackers can know the
operating system and the monitored services.

Through scanning and snooping, an attacker can generally know the service
type of the system and prepare for further intrusion to the system.

Malformed packet attack

An attacker sends malformed IP packets to a target system. The target system
crashes when processing the malformed IP packets. Malformed packet attacks
include Ping of Death and Teardrop.

The following describes typical attacks on networks.

Land Attack

An attacker initiates a Land attack by setting the source and destination addresses
of a TCP SYN packet to the IP address of a target host. The target host then sends
a SYN-ACK message to its own IP address, and the ACK message is sent back to
the target host. This forms a null session. Every null session exists until it times
out. Figure 6-7 shows a Land attack.
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Figure 6-7 Land attack
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The responses to the Land attack vary according to the targets. For instance, many
UNIX hosts crash while Windows NT hosts slow down.

Smurf Attack

A simple Smurf attack is used to attack a network. The attacker sends an ICMP
Echo request to the broadcast address of the network. All the hosts on the

network respond to the request and the network is congested. Figure 6-8 shows a
simple Smurf attack.
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Figure 6-8 Simple Smurf attack
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An advanced Smurf attack targets hosts. The attacker sends an ICMP Echo request
packet to the network where the target host is located. The source IP address of
the packet is the IP address of the target host; therefore, all ICMP Echo Reply
packets are sent to the target host. This slows down packet processing on the

target host or can even make the host crash. Figure 6-9 shows an advanced
Smurf attack.

Figure 6-9 Advanced Smurf attack

N — —

®

! T T
LK LE CK CH

Attacker Target host

Request packet sent by the
attacker

Response packet sent by the target network

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 437



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 6 Firewall Configuration

Sending attack packets generates certain traffic and lasts for some time.
Theoretically, the attack causes severe damages when there are more hosts on the
network.

WinNuke Attack

Network Basic Input/Output System (NetBIOS) is a network access interface that
is widely used in file sharing, print sharing, and data exchange between different
operating systems. Generally, NetBIOS is a multicast-based interface and runs over
the Logical Link Control Type 2 (LLC2) protocol. The common TCP/UDP ports to
implement NetBIOS on the TCP/IP protocol stack:

e 139: a TCP port used for the NetBIOS sessions.
e 137:a UDP port used for the NetBIOS name service.
e 136: a UDP port used for the NetBIOS datagram service.

Windows operating systems implement NetBIOS over TCP/IP and open port 139.

WinNuke attacks use the vulnerability of Windows operating systems. An attacker
sends data packets carrying TCP out-of-band (OOB) packets to port 139. These
attack packets differ from normal OOB packets in that the pointer field in the
packets does not match the actual location of data. When the Windows operating
system processes these packets, it may crash.

SYN Flood Attack

A SYN Flood attack uses the three-way handshake mechanism of the TCP protocol
to attack the target host. An attacker sends a SYN packet to the target host to
request for a TCP connection, but it does not respond to the SYN-ACK packet sent
from the target host. If the target host does not receive the response from the
attacker, it keeps waiting and forms a half connection. Figure 6-10 shows a SYN
Flood attack.

Figure 6-10 Half connection
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The attacker sends a lot of TCP SYN packets to make the target host set up many
half connections, which occupy a large number of resources. When the resources
on the target host are used up, data processing on the host slows down and
authorized users cannot access the host.

The attacker can also generate a SYN packet with a pseudo or non-existent source
address to attack the target host.

ICMP Flood Attack

A network administrator uses the ping program to monitor networks and locate

faults. The ping process is as follows:

1. A source host sends an ICMP Echo Request packet to a destination host.

2. After receiving the ICMP Echo Request packet, the destination host returns an
ICMP Echo Reply packet to the source host.

ICMP packets are processed by the CPU and may consume many CPU resources in
some cases.

If an attacker sends a large number of ICMP Echo Request packets to a target
host, the target host becomes busy processing these Echo Request packets and
cannot process other data packets. Figure 6-11 shows an ICMP Flood attack.

Figure 6-11 ICMP Flood attack
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UDP Flood Attack

A UDP flood attack is similar to an ICMP flood attack. An attacker sends a large
number of UDP packets to a target host. The target host becomes busy processing
these UDP packets and cannot process normal data packets.
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IP Sweeping and Port Scanning Attack

An attacker uses a scanning tool to probe target IP addresses and ports. The
targets then respond to the probes, through which the attacker can know which
target systems are active and connected to the network and which ports are open
or closed.

Ping of Death Attack

Ping of Death is an attack to a system by sending oversized ICMP packets.

The Length field of an IP packet is 16 bits, indicating that the maximum length of
an IP packet is 65535 bytes. If the data field of an ICMP Echo Request packet is
longer than 65507 bytes, the length of the ICMP Echo Request packet (ICMP data
+ 20-byte IP header + 8-byte ICMP header) is larger than 65535 bytes. Some
systems or devices cannot process oversized ICMP packets. If they receive such
packets, they may stop responding, crash, or restart. Figure 6-12 shows an
oversized ICMP packet.

Figure 6-12 Oversized ICMP packet
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Large-ICMP Attack

Similar to a Ping of Death attack, a Large-ICMP attack sends oversize ICMP
packets to attack a system. Although the length of Large-ICMP packets does not
exceed the maximum length of an IP packet (65535 bytes), the Large-ICMP
packets also have great impact on some operating systems.

To prevent Large-ICMP attack, set the maximum length of ICMP packets on the
firewall.

ICMP-Unreachable Attack

After receiving an ICMP network-unreachable packet (packet type field is 3 and
code is 0) or host-unreachable packet (packet type is 3 and code is 1), some
systems consider the subsequent packets sent to this destination unreachable. The
systems then disconnect the destination from the host. Figure 6-13 shows an
ICMP-Unreachable attack.

Figure 6-13 ICMP-unreachable attack
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The attacker sends ICMP-Unreachable packets to the target hosts to change
routes on the target hosts. In this case, packet forwarding on the hosts is
abnormal.

ICMP-Redirect Attack

An ICMP-Redirect attack is similar to an ICMP-Unreachable attack.

A network device can send ICMP Redirect packets to a host in the same subnet,
requesting the host to change its routes.

Similarly, an attacker sends a fake Redirect packet to the target host on another
network segment, requesting the target host to modify the routing table. The
attack changes routes on the target host and affects packet forwarding. Figure
6-14 shows an ICMP-Redirect attack.

Figure 6-14 ICMP-Redirect attack
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IP Fragment Attack

The fields related to fragmentation of an IP packet are Don't Fragment (DF) bit,
More fragments (MF) bit, Fragment Offset, and Length.

If the previous fields conflict and a device does not process the fields properly, the
device may stop running or even crash. In the following cases, the fields conflict:

e The DF bit is set, but the MF bit is also set or the fragment offset is not 0.
e The DF bit is 0, but the sum of Fragment Offset and Length is larger than
65535.

In addition, the device must directly discard the fragment packets destined for
itself because the fragment packets result in a heavy load in packet caching and
reassembly.

Teardrop Attack

During packet transmission, an IP packet must be fragmented when it is longer
than the maximum transmission unit (MTU) of the link layer. The IP packet
header contains an offset field and an MF field. If the MF field is set to 1, the IP
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packet is a fragment. The offset field indicates the location of this fragment in the
whole IP packet. The receiver can reassemble the IP packet based on the
information carried in the IP packet header.

For example, if a large packet is transmitted over a link with a smaller MTU, the
packet is fragmented into two IP packets. The receiver then reassembles the two
IP packets into the original IP packet. Figure 6-15 shows the normal packet
reassembling process.

Figure 6-15 Packet reassembly
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If an attacker sets the offset field to an incorrect value, the receiver cannot
correctly assemble packets. Some TCP/IP protocol stacks may crash when they
receive a pseudo fragment containing an overlapping offset. This is a Teardrop
attack. Figure 6-16 shows a Teardrop attack packet.

Figure 6-16 Teardrop attack diagram
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Fraggle Attack

A Fraggle attack is similar to a Smurf attack, except that the Fraggle attack sends
UDP packets but not ICMP packets. Therefore, the Fraggle attack packets can
traverse some firewalls that prevent ICMP packets.

A Fraggle attack can be successful because both UDP port 7 (ECHO) and port 19
(Chargen) return responses after receiving UDP packets. The details are as follows:

e UDP port 7 returns a response (similar to the ICMP Echo-Reply packet) after
receiving a packet.

e UDP port 19 generates a character flow after receiving the packet.

The two UDP ports send a lot of response packets, which occupy high network
bandwidth.

The attacker can send a UDP packet to the target network. The source address of
the UDP packet is the IP address of the attacked host and its destination address is
the broadcast address or network address of the host's subnet. The destination
port number of the packet is 7 or 19. All the hosts with the port open on the
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subnet send response packets to the attacked host. This generates heavy traffic,
which blocks the network or makes the host crash.

The hosts with the port closed on the subnet generate ICMP Unreachable packets,
which still consume high bandwidth. If the attacker sets the source port to 19
(Chargen) and the destination port to 7 (ECHO), severer damages are caused
because the response packets are generated automatically and continuously.

Tracert Attack

Tracert is to discover the packet transmission path through the ICMP timeout
packets that is returned when time to live (TTL) value is 0 or through the returned
ICMP port-unreachable packets.

An attack can obtain the network structure through Tracert. This brings security
risks to the network.

Malformed TCP Packet Attacks

A malformed TCP packet is a packet with an incorrect 6-bit TCP header. An error
will occur when the TCP protocol stack on the receiver processes the TCP packet.

6.2.9 Traffic Statistics Collection and Monitoring

A firewall not only monitors data traffic, but also detects the setup of connections
between internal and external networks, generates statistics, and analyzes the
data. The firewall can use software to analyze the logs after events occur and can
also analyze the data in real time.

By checking whether the number of TCP/UDP sessions initiated from external
networks to the internal network exceeds the threshold, the firewall decides
whether to restrict new sessions from external networks to the internal network or
to an IP address in the internal network.

Figure 6-17 shows an application of the firewall. The IP address-based statistics
function is enabled for the packets from external networks to the internal
network. If the number of TCP sessions initiated by external networks to web
server 10.1.9.1 exceeds the threshold, the firewall device rejects new sessions
initiated from the external network until the number of sessions is smaller than
the threshold.

Figure 6-17 Setup of TCP connections
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The device supports system-level, zone-level, and IP address-level traffic statistics
collection and monitoring.

System-Level Traffic Statistics Collection and Monitoring

System-level traffic statistics collection and monitoring take effect on all the data
flows in interzones with the firewall feature enabled. That is, the firewall device
collects statistics about the ICMP, TCP, and UDP sessions in the interzones. When
the number of sessions exceeds the threshold, the device restricts the sessions
until the number of sessions falls within the threshold.

Zone-Level Traffic Statistics Collection and Monitoring

The zone-level traffic statistics collection and monitoring take effect on the data
flows between zones. That is, the firewall device counts the total number of TCP
and UDP sessions between the local zone and other zones. When the number of
connections between the local zone and all the other zones or the number of
connections in a certain direction exceeds the threshold, the device rejects new
sessions until the number of sessions falls within the threshold.

IP Address-Level Traffic Statistics Collection and Monitoring

The IP address-level traffic statistics collection and monitoring count and monitor
the TCP and UDP sessions set up on an IP address in a zone. The firewall device
determines whether to restrict the connections in a certain direction by checking
whether the number of the TCP or UDP connection requests sent from a source IP
address (or received by a destination address) exceeds the threshold. This function
prevents DoS caused by the malicious attacks or busy systems.

When the number of TCP and UDP sessions falls below the threshold, the source
IP address can initiate sessions and the destination address can receive sessions.

6.2.10 Firewall Log

A firewall device records the actions and status of the firewall in real time. For
example, the measures taken against IP address spoofing and the detected
malicious attacks are recorded in firewall logs.

These logs help you find out the security risks, detect the attempts to violate the
security policies, and learn the type of a network attack. The real-time logs are
also used to detect the intrusion that is underway.

You can configure the firewall logging function to monitor behaviors and status of
the firewall, find security risks, and detect the network attacks and intrusions.

Firewall Logs Supported by the Device
The device supports the following firewall logs:

e  Blacklist logs

When detecting attacks such as an IP sweeping attack and port scanning
attack, the device generates blacklist logs if the blacklist function is enabled.

A blacklist log is also generated when you add an entry to the blacklist, or
when an entry in the blacklist expires.
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e Attack logs

When detecting an attack, the device generates an attack log to record the
attack type and parameters.

e Traffic monitoring logs

When the number of inbound and outbound sessions of the entire system or
a zone exceeds the upper threshold or is smaller than the lower threshold, the
device generates a log.

e  Packet-filter log
Records information about packet filtering.
e Session logs

When an entry in the session table expires, the device sends a log to the log
server.

6.2.11 Virtual Firewall

Increasing small-scale private networks have been established. Most of these
private networks belong to small-scale enterprises. Such enterprises require high
security and cannot afford a private security device.

The device can be divided into multiple virtual firewalls to serve multiple small-
scale private networks.

A virtual firewall integrates a VPN instance and a security instance. It provides a
private routing plane and security service for the virtual firewall users.

VPN Instance

A VPN instance provides separated VPN routes for the users under a virtual
firewall. These VPN routes are used to forward the packets received by a virtual
firewall.

Security Instance

A security instance provides separated security services for the users under a
virtual firewall. The security instances contain private interfaces, zones, interzones,
ACL rules, and NAT rules. They provide the security services such as address
binding, blacklist, packet filtering, traffic statistics and monitoring, attack defense,
ASPF, and NAT for the users under the virtual firewalls.

6.2.12 Firewall in HSB Mode

A firewall is a node that traffic must pass through on a network. If the firewall is
faulty, traffic is interrupted. To ensure uninterrupted traffic, prevent firewall single-
point failures.

To prevent firewall single-point failures, deploy two firewalls in hot standby (HSB)
mode. One functions as the master firewall, and the other functions as the backup
firewall. Interfaces on the master and backup firewalls connect to corresponding
security zones. The Virtual Router Redundancy Protocol (VRRP) determines the
master and backup firewalls. The firewall session entry synchronization is
performed using HSB.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 445



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 6 Firewall Configuration

Firewall in HSB Mode

The firewall is a stateful firewall that checks only the first packet in a session and
dynamically generates session entries. A session entry records the status of a
session. Only subsequent packets (including response packets) that match the
session entry can pass through the firewall.

Figure 6-18 Networking diagram of firewalls in HSB mode

Session

Firewall A .
entries

Master

Untrust

Backup
Firewall B

As shown in Figure 6-18, Firewall A functions as the master firewall that traffic
must pass through. Firewall B is in backup state and no traffic pass through it.

If Firewall A is faulty or links are faulty, traffic is switched to Firewall B. Before
master/backup switchover, if session entries are not backed up on Firewall B,
previous sessions that pass through Firewall A match no entry on Firewall B and
are interrupted.

To ensure that the backup firewall takes over the work of the master firewall
smoothly when the master firewall is faulty, back up session entries and status
information between the master firewall and the backup firewall in real time.
Currently, session entries and status information between the master firewall and
the backup firewall are backed up using HSB.
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Interface Status Requirement

Figure 6-19 Packets forwarding routes
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On a firewall, interfaces that connect to security zones must be in the same state,
that is, all interfaces are in master or backup state at the same time.

As shown in Figure 6-19:

e Assume that all interfaces on Firewall A are in master state, and all interfaces
on Firewall B are in backup state. PC1 in Trust zone connects to PC2 in
Untrust zone. Packets are forwarded along (1) > (2) > (3) > (4). When
forwarding the access packet, Firewall A dynamically generates a session
entry. The response packet sent from PC2 is forwarded along (5) > (6) > (7) >
(8). When reaching Firewall A, the response packet can match the session
entry and passes through Firewall A. Communication between Firewall A and
Firewall B is successful.

e Assume that interfaces on Firewall B that connect to Trust zone are in backup
state, but interfaces that connect to Untrust zone are in master state. When a
packet sent from PC1 passes through Firewall A and reaches PC2, Firewall A
dynamically generates a session entry. The response packet sent from PC2 is
forwarded along (5) > (9), and reaches Firewall B. No matched session entry
is recorded on Firewall B. If the response packet is not allowed based on other
rules, Firewall B discards the packet, and communicate is interrupted.

Smart Link ensures the stability of links connected to switches. A directly
connected link is deployed between the master and backup firewalls to ensure
that traffic is forwarded to the peer firewall when a link is faulty.
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(11 NOTE

Data configured by users is not backed up on the master and backup firewalls. Users
must perform the same configuration on the master and backup firewalls.

Firewalls that back up each other must be of the same model, have the same memory,
CPU, and configurations.

Firewalls that back up each other must use the same software version.

Backup interfaces cannot be service interfaces on the firewall and must be dedicated
interfaces. Backup interfaces do not forward data.

Firewall HSB in the asymmetry route mode is not supported. The bidirectional traffic of
a session must pass through the same firewall.

Statistics data synchronization is not supported. Only TCP/UDP sessions are
synchronized.

6.3 Application Scenarios for Firewalls

6.3.1 Firewall Between the Internal and External Networks

As shown in Figure 6-20, a firewall is deployed between the internal and external
networks to prevent the external network from attacking the internal network. On
an internal network that uses private addresses, the firewall can be used together
with NAT and application level gateway (ALG) to improve network security.

Figure 6-20 Firewall between the internal and external networks
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6.3.2 Firewall on an Internal Network

As shown in Figure 6-21, a firewall is deployed on an internal network to prevent
internal attacks and ensure data security. The data center stores important
information of a company. Therefore, the firewall must enforce strict policy to
protect the data center.
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Figure 6-21 Firewall on an internal network
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6.4 Licensing Requirements and Limitations for
Firewalls

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Firewall is a basic feature of the router and is not under license control.

Feature Limitations

None

6.5 Default Settings for Firewalls

Table 6-1 list the default settings for firewalls.
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Table 6-1 Default settings for firewalls

Parameter

Default Setting

Aging time of the firewall session table

The value varies according to the
protocol.

e DNS: 120 seconds

e FTP: 120 seconds

e FTP-DATA: 120 seconds
e HTTP: 120 seconds

e |ICMP: 20 seconds

e TCP: 600 seconds

e TCP-PROXY: 10 seconds
e UDP: 120 seconds

e SIP: 1800 seconds

e SIP-MEDIA: 120 seconds
e RTSP: 60 seconds

e RTSP-MEDIA: 120 seconds
e PPTP: 600 seconds

e PPTP-DATA: 600 seconds

Default packet filtering mode

Allows outbound packets and denies
inbound packets.

Maximum session rate for Flood 1000 pps
attacks

Maximum length of an ICMP packet 4000 bytes
Maximum session rate for IP address 4000 pps
sweeping

Blacklist timeout in IP address 20 minutes
sweeping

Maximum session rate for port 4000 pps
scanning

Blacklist timeout in port scanning 20 minutes

Thresholds for system traffic statistics
and monitoring

The firewall zones support the upper
and lower thresholds of protocol
packet connections. To view the
thresholds, run the display firewall
statistics system command.

Thresholds for zone-based traffic
statistics and monitoring

The firewall zones support the upper
and lower thresholds of protocol
packet connections. To view the
thresholds, run the display firewall
statistics zone-ip command.
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Parameter Default Setting

Thresholds for IP address-based traffic | The firewall zones support the upper
statistics and monitoring and lower thresholds of protocol
packet connections. To view the
thresholds, run the display firewall
statistics zone-ip command.

6.6 Configuring Basic Functions of the Firewall

6.6.1 Creating a Zone and Adding Interfaces to the Zone

Context

To configure firewall functions, create zones. Then you can deploy security services
according to the priorities of the zones. The device considers that data
transmission within a zone is reliable and does not enforce any security policy on
intra-zone data transmission. The device verifies data and enforces security
policies only when the data is transmitted from one zone to another.

You must configure a priority for a zone before making other configurations. The
priority cannot be changed. Each zone must have a different priority. A larger
priority value indicates a higher priority.

The firewall takes effect only after interfaces are added to zones.

The device automatically creates a zone named Local. The Local zone has the
highest priority and cannot be deleted. In addition, the priority of this zone cannot
be changed, and no interface can be added to this zone. To apply the firewall
function to the control packets that need to be processed by the device, use the
Local zone.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run firewall zone zone-name
A zone is created.
By default, no zone is created on the Router.
Step 3 Run priority security-priority
A priority is set for the zone.
Step 4 Run quit

Return to the system view.
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Step 5 Run interface /interface-type interface-number
The interface view is displayed.
Step 6 Run zone zone-name
The interface is added to the zone.
Each zone has multiple interfaces, but an interface can be added to only one zone.

--—-End

6.6.2 Creating an Interzone

Context

Any two zones form an interzone. Each interzone has an independent interzone
view. Most firewall configurations are performed in the interzone views. After the
firewall function is configured, the device checks data transmitted between zones.

In an interzone, data is transmitted in the inbound or outbound direction.

e Inbound: Data flows from a zone with lower priority to a zone with higher
priority.

e Outbound: Data flows from a zone with higher priority to a zone with lower
priority.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall interzone zone-name?7 zone-nameZ2
An interzone is created.
The zones specified for an interzone must have been created on the device.

----End

6.6.3 Enabling Firewall in an Interzone

Context
The configured firewall functions take effect only after you enable firewall in an
interzone.
To make the firewall function take effect in an interzone that contains the Local
zone, run the ip soft-forward enhance enable command in the system view to
enable the enhanced IP forwarding function.

Procedure

Step 1 Run system-view

The system view is displayed.
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Step 2

Step 3

Run firewall interzone zone-name1i zone-nameZ2
The interzone view is displayed.

The zones zone-namel and zone-nameZ2 must have been created using the
firewall zone command.

Run firewall enable
The firewall is enabled.
By default, the firewall function is disabled in an interzone.

----End

6.6.4 (Optional) Configuring the Aging Time of the Firewall
Session Table

Context

Procedure

Step 1

Step 2

The Router creates a session table for data flows of each protocol, such as TCP,
UDP, and ICMP, to record the connection status of the protocol. An aging time is
set for the session table. If a record in the session table does not match any packet
within the aging time, the system deletes the record.

To change the aging time for a session of a protocol or a session with a user-
defined TCP or UDP port as the destination port, you can configure the aging time
of the firewall session table.

Run system-view
The system view is displayed.

Run firewall-nat session { { dns | ftp | ftp-data | http | icmp | tcp | tcp-proxy |
udp | sip | sip-media | rtsp | rtsp-media | pptp | pptp-data } | { tcp | udp } user-
define port-number} aging-time time-value

The aging time of the firewall session table is set.

By default, the aging time of each protocol is as follows:
e DNS: 120 seconds

e FTP: 120 seconds

e FTP-data: 120 seconds
e HTTP: 120 seconds

e |CMP: 20 seconds

e TCP: 600 seconds

e TCP-proxy: 10 seconds
e UDP: 120 seconds

e SIP: 1800 seconds

e S|P-media: 120 seconds
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e RTSP: 60 seconds

e RTSP-media: 120 seconds
e PPTP: 600 seconds

e PPTP-data: 600 seconds

The default aging time of session entries on a user-defined TCP or UDP port is the
same as that of the corresponding protocol.

L] NOTE
The default aging time is recommended.

--—-End

6.6.5 Verifying the Basic Firewall Functions Configuration

Procedure

e Run the display firewall zone [ zone-name] [ interface | priority ]
command to check information about a zone.

e Run the display firewall interzone [ zone-name1l zone-nameZ2] command to
check information about an interzone.

e Run the display firewall-nat session aging-time command to check the
aging time of the firewall session table.

--—-End

6.7 Configuring the Packet Filtering Firewall

6.7.1 (Optional) Configuring the Default Processing Mode for
Unmatched Packets

Context
By default, a firewall allows all the outbound packets and denies all the inbound
packets.
If an ACL is applied to the inbound or outbound packets in an interzone, the
firewall filters packets according to the ACL rules. If packets do not match the
ACL, the firewall uses the default processing mode for the packets.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run firewall interzone zone-name?7 zone-nameZ2

The interzone view is displayed.
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Step 3 Run packet-filter default { deny | permit } { inbound | outbound }

The default processing mode for unmatched packets is configured.

L] NOTE
When you are modifying filtering rules in an interzone, some sessions may not be filtered
properly according to the rules. Therefore, after the modification is complete, use the reset
firewall session command to delete all existing firewall session entries.

--—-End

6.7.2 Configuring ACL-based Packet Filtering in an Interzone

Context

When data is transmitted between two zones, the ACL-based packet filtering
firewall enforces the packet filtering policies according to the ACL rules.

L] NOTE
If a tunnel is set up on a physical interface, the traffic destined for or from the tunnel is
sent or received by the tunnel interface. If you need to configure the firewall function,

configure the zone on the tunnel interface, but not on the physical interface. Otherwise, the
firewall function cannot take effect.

Procedure
Step 1 Run system-view
The system view is displayed.
Step 2 Run acl [ number ] ac/-number [ match-order { config | auto }]
Or acl ipv6 [ number ] acl6-number

An ACL or ACLS6 is created, and the ACL view or ACL6 view is displayed.

(11 NOTE

The ACLs for filtering packets include basic ACLs and advanced ACLs.
The ACL6-based packet filtering can use basic ACL6 and advanced ACL6.

Step 3 Run rule (basic ACL view), rule (advanced ACL view), rule (basic ACL6 view), or
rule (advanced ACL6 view)

An ACL rule is configured.

NOTICE

If destination pd destination-dhcpv6-prefix or source pd source-dhcpvé-prefix is
specified in the rule (advanced ACL6 view) command, when the IPv6 address
prefix obtained from the DHCPv6 server changes, update the session table on the
firewall so that the new IPv6 address prefix can take effect. During the update,
service forwarding on the firewall may be temporarily affected. After the update,
services automatically recover.
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Step 4

Step 5

Step 6

(11 NOTE

When the ACL6-based packet filtering firewall function is configured, the fragment
parameter is not supported in an ACL6 rule.

Run quit

Return to the system view.

Run firewall interzone zone-name?l zone-name2
The interzone view is displayed.

Run packet-filter { acl-number | default { deny | permit } } { inbound |
outbound }or packet-filter ipv6 acl6-number{ inbound | outbound }

The ACL-based packet filtering or ACL6 packet filtering is configured.

You can configure ACL-based packet filtering in the interzone for inbound or
outbound packets.

1. When permit is used in the ACL rule:

- When the ACL is applied to the inbound traffic, the system forwards the
packets matching the ACL rule sent from the low-priority zone to the
high-priority zone.

- When the ACL is applied to the outbound traffic, the system forwards
the packets matching the ACL rule sent from the high-priority zone to the
low-priority zone.

2. When deny is used in the ACL rule:

- When the ACL is applied to the inbound traffic, the system discards the
packets matching the ACL rule sent from the low-priority zone to the
high-priority zone.

- When the ACL is applied to the outbound traffic, the system discards the
packets matching the ACL rule sent from the high-priority zone to the
low-priority zone.

3. When an ACL does not contain rules:

- When the ACL is applied to the inbound traffic, the ACL does not take
effect, and the system discards all packets sent from the low-priority zone
to the high-priority zone.

- When the ACL is applied to the outbound traffic, the ACL does not take
effect, and the system discards all packets sent from the high-priority
zone to the low-priority zone.

You can configure ACL6-based packet filtering in the outbound and inbound
directions of an interzone.

When the ACL6 does not contain rules:

e When the ACLS6 is applied to the inbound traffic, the ACL6 does not take
effect, and the system discards all packets sent from the low-priority zone to
the high-priority zone.

e  When the ACL6 is applied to the outbound traffic, the ACL6 does not take
effect, and the system discards all packets sent from the high-priority zone to
the low-priority zone.
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Step 7 (Optional) Run bypass [ session-overrun ]
The packet filtering firewall bypass function is enabled in an interzone.
By default, the packet filtering firewall bypass function is disabled in an interzone.

--—-End

6.7.3 Verifying the Packet Filtering Firewall Configuration

Procedure

e Run the display firewall interzone [ zone-name?l zone-name2] command to
check information about packet filtering.

e Run the display acl acl-number command to check the ACL configuration.

--—-End

6.8 Configuring Stateful Firewall (ASPF)

Context
Application specific packet filter (ASPF) is status-based packet filtering. ASPF
detects the application-layer sessions that attempt to pass the firewall, and
discards undesired packets. ASPF can detect and filter FTP, SIP, and RTSP packets
at the application layer.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall interzone zone-name17 zone-name2
The interzone view is displayed.

Step 3 Run detect aspf { ftp | rtsp | sip }
ASPF is configured.

Generally, application-layer protocol packets are transmitted bidirectionally, so the
direction does not need to be specified. The firewall automatically checks the
packets in both directions.

By default, ASPF is not configured in an interzone.

----End

Verifying the Configuration

e Run the display firewall interzone [ zone-namel zone-name2] command to
check ASPF information in the interzone.
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6.9 Configuring the Blacklist

6.9.1 Enabling the Blacklist Function

Context

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

A blacklist filters packets based on source IP addresses. Compared with ACLs, the
blacklist uses simpler matching fields and therefore filters packets at a higher
speed. Packets from certain IP addresses can be filtered out.

The firewall can dynamically add IP addresses to the blacklist. When detecting an
attack from an IP address, the firewall adds the IP address to the blacklist to filter
out all packets from this IP address. To enable the firewall to dynamically create
blacklist entries, enable IP address scanning attack defense and port scanning
attack defense.

Entries can be added to the blacklist manually or dynamically. After IP address
scanning and port scanning defense is enabled on the attack defense module, the
firewall can dynamically create blacklist entries. When the connection rate of an IP
address or a port exceeds the threshold, the firewall considers that a scanning
attack occurs and adds the source IP address to the blacklist. All the packets from
this source IP address are then filtered out.

Run system-view

The system view is displayed.

(Optional) Run firewall defend ip-sweep enable
The IP address sweeping attack defense is enabled.

(Optional) Run firewall defend ip-sweep { blacklist-expire-time /nterval| max-
rate rate-value'}

The parameters for IP address sweeping attack defense are set.
(Optional) Run firewall defend port-scan enable
The port scanning attack defense is enabled.

(Optional) Run firewall defend port-scan { blacklist-expire-time /nterval | max-
rate rate-value}

The parameters for port scanning attack defense are set.
For scanning attack defense, the following two parameters need to be set:

e Maximum session rate: When the session rate of an IP address or a port
exceeds the limit, the firewall considers that a scanning attack occurs. Then
the firewall adds the IP address or port to the blacklist to reject new sessions
from the IP address or port.
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e Blacklist timeout: After an IP address or a port stays in the blacklist for a
specified period, it is deleted from the blacklist. Then new connections can be
initiated from this IP address or port.

By default, the maximum session rate for IP address sweeping and port scanning
attack defense is 4000 pps, and the blacklist timeout is 20 minutes.

Step 6 Run firewall blacklist enable
The blacklist function is enabled.
By default, the blacklist function is disabled.
----End

6.9.2 Configuring a Blacklist Entry

Context

After an IP address is added to the blacklist, the firewall denies packets from this
IP address until this entry expires.

When adding an entry to the blacklist, you can specify the IP address, aging time,
and VPN instance. The aging time refers to the amount of time the IP address is
effective in the blacklist. When the aging time expires, the IP address is released
from the blacklist. If the aging time is not specified, the IP address is always valid
in the blacklist.

An IP address can be added to the blacklist regardless of whether the blacklist is
enabled or not. You can add entries to the blacklist when the blacklist is disabled,
but the entries do not take effect until the blacklist is enabled.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall blacklist /ip-address [ vpn-instance vpn-instance-name] [ expire-
time minutes |

An entry is added to the blacklist.

(1 NOTE

The blacklist entries without an aging time are saved in the configuration file. The entries
configured with an aging time are not saved in to the configuration file, but you can view
them by using the display firewall blacklist command.

Step 3 (Optional) Run firewall black-white-list save configuration-file configuration-
file-name

The blacklist and whitelist are saved to the specified configuration file. You can
use the blacklist and whitelist later by loading this configuration file.

--—-End
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6.9.3 Configuring Blacklist or Whitelist Entries in Batches

Context
You can configure blacklist and whitelist entries in a batch by loading a
configuration file. The configuration file for storing the blacklist and whitelist must
be available.
The entries in the whitelist take effect immediately, and you do not need to
enable the whitelist function.
The configuration file must be in txt format and contain the following fields:
[FirewallBlacklist] # A blacklist entry
IPAddress = # An IP address in the blacklist, in dotted decimal notation
VPNName = # (Optional) VPN instance of the blacklist entry
[FirewallWhitelist] # A whitelist entry
IPAddress = # An IP address in the whitelist, in dotted decimal notation
VPNName = # (Optional) VPN instance of the whitelist entry
A configuration file can contain multiple entries, but each entry must be edited
separately. Blank lines are allowed between lines.
[FirewallBlacklist]
IPAddress = 10.10.10.1
VPNName = vpna
[FirewallBlacklist]
IPAddress = 10.10.10.2
VPNName =
[FirewallWhitelist]
IPAddress = 10.10.10.3
VPNName = vpnb
[FirewallWhitelist]
IPAddress = 10.20.20.1
VPNName =
(11 NOTE
A configuration file can contain up to 50000 lines.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall black-white-list load configuration-file configuration-file-name
A blacklist and whitelist configuration file is loaded.

Step 3 Run firewall blacklist enable
The blacklist function is enabled.

Step 4 (Optional) Run firewall black-white-list save configuration-file configuration-
file-name

The blacklist and whitelist are saved to the specified configuration file.

--—-End
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6.9.4 Verifying the Blacklist Configuration

Procedure

e Run the display firewall blacklist { all | jp-address [ vpn-instance vpn-
instance-name] | dynamic | static | vpn-instance vpn-instance-name }
command to check information about the blacklist.

e Run the display firewall blacklist configuration command to check the
status of the blacklist function.

--—-End

6.10 Configuring the Whitelist

6.10.1 Configuring a Whitelist Entry

Context

Procedure

Step 1

Step 2

Step 3

The whitelist prevents specified IP addresses from being added to the blacklist.
The IP addresses in the whitelist will not be added to the blacklist statically or
dynamically. An entry in the whitelist is identified by a source VPN and a source IP
address.

You can specify the IP address, aging time, and VPN instance when adding an
entry to the whitelist. The aging time refers to amount of time the IP address is
effective in the whitelist. When the aging time expires, the IP address is released
from the whitelist. If the aging time is not specified, the IP address is always valid
in the whitelist.

Entries in the whitelist take effect directly and you do not need to enable the
whitelist function.

The whitelist is applicable to networks where packets sent from some devices are
valid service packets similar to IP address sweeping or port scanning attack
packets. The whitelist prevents these devices from being added to the blacklist.

Run system-view
The system view is displayed.

Run firewall whitelist /jp-address [ vpn-instance vpn-instance-name] [ expire-
time minutes ]

An entry is added to the whitelist.

(Optional) Run firewall black-white-list save configuration-file configuration-
file-name

The blacklist and whitelist are saved to the specified configuration file. You can
use the blacklist and whitelist later by loading this configuration file.

--—-End
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6.10.2 Configuring Blacklist or Whitelist Entries in Batches

Context
You can configure blacklist and whitelist entries in a batch by loading a
configuration file. The configuration file for storing the blacklist and whitelist must
be available.
The entries in the whitelist take effect immediately, and you do not need to
enable the whitelist function.
The configuration file must be in txt format and contain the following fields:
[FirewallBlacklist] # A blacklist entry
IPAddress = # An IP address in the blacklist, in dotted decimal notation
VPNName = # (Optional) VPN instance of the blacklist entry
[FirewallWhitelist] # A whitelist entry
IPAddress = # An IP address in the whitelist, in dotted decimal notation
VPNName = # (Optional) VPN instance of the whitelist entry
A configuration file can contain multiple entries, but each entry must be edited
separately. Blank lines are allowed between lines.
[FirewallBlacklist]
IPAddress = 10.10.10.1
VPNName = vpna
[FirewallBlacklist]
IPAddress = 10.10.10.2
VPNName =
[FirewallWhitelist]
IPAddress = 10.10.10.3
VPNName = vpnb
[FirewallWhitelist]
IPAddress = 10.20.20.1
VPNName =
(11 NOTE
A configuration file can contain up to 50000 lines.
Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall black-white-list load configuration-file configuration-file-name
A blacklist and whitelist configuration file is loaded.

Step 3 Run firewall blacklist enable
The blacklist function is enabled.

Step 4 (Optional) Run firewall black-white-list save configuration-file configuration-
file-name

The blacklist and whitelist are saved to the specified configuration file.

--—-End
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6.10.3 Verifying the Whitelist Configuration

Procedure

e Run the display firewall whitelist { all | /jp-address [ vpn-instance vpn-
instance-name ] | vpn-instance vpn-instance-name } command to check
information about the whitelist.

e Run the display firewall blacklist { { all | /jp-address [ vpn-instance vpn-
instance-name] | dynamic | static | vpn-instance vpn-instance-name }
command to check information about the blacklist.

--—-End

6.11 Configuring Port Mapping

Context

Procedure

Step 1

Step 2

Application-layer protocols use well-known ports for communication. Port
mapping enables you to define new port numbers for application-layer protocols,
such as FTP, DNS, HTTP, SIP, PPTP and RTSP, which protect servers against service-
specific attacks. Port mapping applies to service-sensitive features such as
application specific packet filter (ASPF) and Network Address Translation (NAT).

Port mapping is implemented based on basic ACLs (2000 to 2999). The firewall
matches destination IP addresses of packets with the IP addresses configured in
basic ACL rules and performs port mapping only for the packets matching the ACL
rules.

Run system-view
The system view is displayed.

Run port-mapping { dns | ftp | http | sip | rtsp | pptp } port port-number acl acl-
number

Port mapping is configured.

You can map multiple ports to a protocol, or map a port to multiple protocols. The
mappings, however, must be distinguished by ACLs. That is, packets matching
different ACL rules use different mapping entries.

(1 NOTE

Port mapping identifies the protocol type of the packets destined for an IP address (such as
the IP address of a WWW server). Therefore, when configuring the basic ACL rules, match
the destination IP addresses of the packets with the source IP addresses defined in ACL
rules.

--—-End
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Verifying the Configuration

Run the display port-mapping [ dns | ftp | http | rtsp | sip | port port-
number | pptp ] command to check information about port mapping.

6.12 Configuring Attack Defense

6.12.1 Enabling the Attack Defense Function

Context

The attack defense function protects the CPU of a server against attacks to ensure
that the server operates normally when it is attacked. You can enable different
types of attack defense as required.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Enable attack defense.

Run firewall defend all enable

All the attack defense functions are enabled.
Run firewall defend fraggle enable

The Fraggle attack defense is enabled.

Run firewall defend icmp-flood enable

The ICMP Flood attack defense is enabled.

Run firewall defend icmp-redirect enable

The ICMP Redirect attack defense is enabled.
Run firewall defend icmp-unreachable enable
The ICMP Unreachable attack defense is enabled.
Run firewall defend ip-fragment enable

The IP-Fragment attack defense is enabled.

Run firewall defend ip-sweep enable

The IP address sweeping attack defense is enabled.

Run firewall defend land enable

The Land attack defense is enabled.

Run firewall defend large-icmp enable

The large ICMP packet attack defense is enabled.
Run firewall defend ping-of-death enable

The Ping of Death attack defense is enabled.
Run firewall defend port-scan enable

The port scanning attack defense is enabled.
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e Run firewall defend smurf enable
The Smurf attack defense is enabled.
e Run firewall defend syn-flood enable
The SYN Flood attack defense is enabled.
e Run firewall defend tcp-flag enable
The TCP flag attack defense is enabled.
e Run firewall defend teardrop enable
The Teardrop attack defense is enabled.
e Run firewall defend tracert enable
The Tracert attack defense is enabled.
e Run firewall defend udp-flood enable
The UDP Flood attack defense is enabled.
e Run firewall defend winnuke enable
The WinNuke attack defense is enabled.

By default, no attack defense function is enabled.

--—-End

6.12.2 Setting the Parameters for Flood Attack Defense

Context

When configuring Flood attack defense, specify the zones or IP addresses to be
protected; otherwise, the attack defense parameters are invalid. You can also
specify the maximum session rate. When the session rate exceeds the limit, the
firewall considers that an attack occurs and takes measures.

Flood attack defense parameters configured for an IP address take precedence
over those configured for a zone. If Flood attack defense is configured for both a
specified IP address and the zone where the IP address resides, the configuration
for the IP address takes effect. If you delete the attack defense configuration for
the IP address, the attack defense configuration for the zone takes effect.

Steps 2-4 are optional and can be performed in any sequence. You can perform
any of these steps as required.

Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall defend icmp-flood { ip /p-address [ vpn-instance vpn-instance-
name] | zone zone-name } [ max-rate rate-value]

The parameters for ICMP Flood attack defense are set.

By default, the maximum session rate for Flood attacks is 1000 pps.

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 465



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 6 Firewall Configuration

Step 3

Step 4

Run firewall defend syn-flood { ip ip-address [ vpn-instance vpn-instance-
name] | zone zone-name } [ max-rate rate-value] [ tcp-proxy { auto | off |
on}]

The parameters for SYN Flood attack defense are set.
By default, the maximum session rate for Flood attacks is 1000 pps.

Run firewall defend udp-flood { ip /p-address [ vpn-instance vpn-instance-
name] | zone zone-name } [ max-rate rate-value]

The parameters for UDP Flood attack defense are set.
By default, the maximum session rate for Flood attacks is 1000 pps.

--—-End

6.12.3 Configuring Large ICMP Packet Attack Defense

Context

Procedure

Step 1

Step 2

For large ICMP packet attack defense, you only need set the maximum packet
length. When the length of an ICMP packet exceeds the limit, the firewall
considers the packet as an attack packet and discards it.

Run system-view

The system view is displayed.

Run firewall defend large-icmp max-length /ength

The maximum length of ICMP packet is set.

By default, the maximum length of an ICMP packet is 4000 bytes.

--—-End

6.12.4 Setting Parameters for Scanning Attack Defense

Context

For scanning attack defense, the following two parameters need to be set:

e Maximum session rate: When an IP address accesses another IP address or
port at a rate higher than this value, the firewall considers that a scanning
attack occurs. Then the firewall adds the IP address or port to the blacklist to
reject new sessions from the IP address or port.

e Blacklist timeout: After an IP address or port stays in the blacklist for a
specified period, the firewall deletes the IP address or port from the blacklist
and allows new sessions from the IP address or port.

Step 2 and step 3 are optional and can be performed in any sequence. You can
perform the steps as required.
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Procedure
Step 1 Run system-view
The system view is displayed.

Step 2 Run firewall defend ip-sweep { blacklist-expire-time /nterval | max-rate rate-
value }

The parameters for IP address sweeping attack defense are set.

Step 3 Run firewall defend port-scan { blacklist-expire-time /nterval/| max-rate rate-
value '}

The parameters for port scanning attack defense are set.

By default, the maximum session rate for IP address sweeping and port scanning
attack defense is 4000 pps, and the blacklist timeout is 20 minutes.

--—-End

6.12.5 Verifying the Attack Defense Configuration

Procedure

e Run the display firewall defend { flag | { icmp-flood | syn-flood | udp-
flood } [ ip [ /p-address [ vpn-instance vpn-instance-name] ] | zone [ zone-
name] ]| other-attack-type } command to check information about attack
defense.

----End
6.13 Configuring Traffic Statistics and Monitoring

Context

The Router supports traffic statistics and monitoring at the system level, zone
level, and IP address level.

6.13.1 Setting the Session Thresholds for System-Level Traffic
Statistics and Monitoring

Context
System-level traffic statistics and monitoring take effect on all the data flows in
interzones that are enabled with the firewall feature. That is, the Router collects
statistics about the ICMP, TCP, and UDP sessions in the interzones. When the
number of sessions exceeds the threshold, the Router restricts the sessions until
the number of sessions is less than the threshold.

Procedure

Step 1 Run system-view
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Step 2

Step 3

The system view is displayed.

Run firewall statistics system enable

The system-level traffic statistics and monitoring are enabled.

By default, the system-level traffic statistics and monitoring is disabled.

(Optional) Run firewall statistics system connect-number { frag | icmp | tcp |
tcp-proxy | udp } high high-threshold low low-threshold

The session thresholds for the system-level traffic statistics and monitoring are set.

For the system-level traffic statistics, you can set the thresholds for each type of
session. For example, you can set the upper threshold for TCP sessions to 15000
and lower threshold to 12000. When the number of TCP sessions in all interzones
exceeds 15000, the Router denies all new TCP sessions in the interzone and
reports an alarm to the information center. If the number of TCP sessions falls
below 12,000, a new TCP session can be established, a traffic recovery log is
generated, and the log is output to the information center.

--—-End

6.13.2 Setting the Session Thresholds for Zone-Level Traffic
Statistics and Monitoring

Context

Procedure

Step 1

Step 2

Step 3

Step 4

The zone-level traffic statistics and monitoring take effect on the data flows
between zones. That is, the Router counts the total number of TCP and UDP
sessions between the local zone and other zones. When the number of
connections between the local zone and all the other zones or the number of
connections in a certain direction exceeds the threshold, the Router forbids new
sessions until the number of sessions is smaller than the threshold.

Run system-view

The system view is displayed.

Run firewall zone zone-name

The zone view is displayed.

Run statistics zone enable { inzone | outzone }

The zone-level traffic statistics and monitoring are enabled.

By default, the zone-level traffic statistics and monitoring is disabled.

(Optional) Run statistics connect-number zone { inzone | outzone } { icmp | tcp
| udp } high high-threshold low low-threshold

The session thresholds for the zone-level traffic statistics and monitoring are set.

You can set the thresholds for ICMP, TCP, and UDP sessions in the inbound and
outbound directions respectively. For example, you can set the upper and lower
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thresholds for TCP sessions in the inbound direction to 15000 and 13000,
respectively. When the number of TCP sessions initiated by this zone exceeds
15000, the device denies new TCP sessions from this zone. Only when the number
of TCP sessions initiated by this zone falls below 13000, the device permits new
TCP sessions from this zone.

----End

6.13.3 Setting the Session Thresholds for IP Address-Level
Traffic Statistics and Monitoring

Context

Procedure

Step 1

Step 2

Step 3

Step 4

The IP address-level traffic statistics and monitoring counts and monitors the TCP
and UDP sessions set up on an IP address in a zone. The Router determines
whether to restrict the connections in a certain direction by checking whether the
number of the TCP or UDP connection requests sent from a source IP address (or
received by a destination address) exceeds the threshold. This function prevents
DoS caused by the malicious attack or busy systems.

When the number of TCP and UDP sessions falls below the threshold, the source
IP address can initiate sessions and the destination address can receive sessions.

Run system-view

The system view is displayed.

Run firewall zone zone-name

The zone view is displayed.

Run statistics ip enable { inzone | outzone }

The IP address-level traffic statistics and monitoring are enabled.

By default, the IP address-level traffic statistics and monitoring is disabled.

(Optional) Run statistics connect-number ip [ range beginip endip] { inzone |
outzone } { icmp | tcp | udp } high high-threshold low low-threshold

The session thresholds for the IP address-level traffic statistics and monitoring are
set.

The thresholds for ICMP, TCP, and UDP sessions can be set in the inbound and
outbound directions respectively. For example, when the upper threshold for the
number of TCP sessions in the inbound direction is 10,000 and the lower threshold
is 8,000, and the number of TCP sessions initiated by the local area to other areas
exceeds 10,000, the device rejects the new TCP session request initiated from the
local area. When the total number of TCP sessions initiated by the local area to
other areas decreases to 8,000, the local area can initiate new TCP session
requests to other areas.

--—-End
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6.13.4 Verifying the Traffic Statistics and Monitoring
Configuration

Procedure

e Run the display firewall statistics system command to check information
about system-level traffic statistics and monitoring.

e Run the display firewall statistics zone zone-name { inzone | outzone } all
command to check information about zone-level traffic statistics and
monitoring.

e Run the display firewall statistics zone-ip zone-name command to check
information about IP address-level traffic statistics and monitoring.

--—-End

6.14 Configuring the Firewall Log Function

Context

Procedure

Step 1

Step 2

Step 3

Firewall logs include session logs, statistics logs, attack defense logs, packet
filtering logs and blacklist logs.

The session logs are exported to a log host in real time; therefore, you need to
configure the log host first. To configure the log host, configure the IP address and
port number of the log host as well as the source IP address and source port
number that the Router uses to communicate with the log host.

An ACL is referenced in the interzone view to determine the sessions to be
recorded in the logs. The ACLs can be configured for incoming and outgoing
traffic.

Run system-view
The system view is displayed.

Run firewall log binary-log host fost-ip-address host-port source source-ip-
address source-port [ vpn-instance vpn-instance-name ]

A session log host is configured.
By default, no session log host is configured.

Run firewall log { all | blacklist | defend | session | statistics | packet-filter }
enable

The log function is enabled on the firewall.

By default, the log function is disabled on a firewall.
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(11 NOTE

To improve configuration efficiency, run the firewall log all enable command to enable the
firewall log function. After the command is executed, the traffic statistics, attack, and blacklist
log functions take effect on the firewall. To enable the packet filtering log function, you also
need to perform Configuring packet filtering log in the interzone; to enable the flow log
function, you also need to perform Configuring flow log in the interzone.

e Configuring packet filtering log in the interzone
a. Run firewall interzone zone-name1i zone-name2
The interzone view is displayed.
b. Run packet-filter logging [ { inbound | outbound } [ permit | deny ] ]
The packet filtering log is enabled in the interzone.
By default, the packet filtering log is disabled in the interzone.
C¢.  Run quit
Return to the system view.
e Configuring flow log in the interzone
a. Run firewall interzone zone-name1i zone-name2
The interzone view is displayed.
b. Run session-log ac/-number { inbound | outbound }
The conditions of recording flow logs are configured.

By default, no condition is configured in an interzone for recording flow
logs.

C¢.  Run quit
Return to the system view.

Step 4 (Optional) Run firewall log { blacklist | defend | session | statistics packet-
filter } log-interval time

The interval for exporting logs is set.
By default, logs are exported every 30 seconds.

--—-End

Verifying the Configuration

e Run the display firewall log configuration command to check logs on the
firewall.

6.15 Configuring Virtual Firewalls

6.15.1 Configuring a VPN Instance to Identify a Virtual
Firewall

Context

You can configure VPN instances to identify virtual firewalls. A VPN instance
corresponds to a virtual firewall. Before configuring a virtual firewall, create a VPN
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Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

instance and bind interfaces to the VPN instance. The interfaces bound to a VPN
instance belong to the same firewall and can be configured with independent
security policies.

Run system-view

The system view is displayed.

Run ip vpn-instance vpn-instance-name

A VPN instance is created, and the VPN instance view is displayed.
(Optional) Run description description-information

The description of the VPN instance is configured.

Run route-distinguisher route-distinguisher

The RD of the VPN instance is configured.

After a VPN instance is created, you must specify the RD for the VPN instance.
Otherwise, you cannot perform subsequent operations.

Run interface /nterface-type interface-number
The interface view is displayed.

Run ip binding vpn-instance vpn-instance-name
The interface is bound to the VPN instance.

Bind the interface to the VPN instance before configuring an IP address for the
interface. If the interface IP address is configured before the interface is bound to
the VPN instance, the interface IP address is deleted. You need to reconfigure the
IP address for the interface.

Run ip address jp-address { mask | mask-length }
An IP address is configured for the interface.

----End

6.15.2 Configuring Security Functions for a Virtual Firewall

Context

The procedure for configuring security functions on a virtual firewall is similar to
the procedure for configuring security functions on a firewall. You must configure
security functions on each virtual firewall independently to meet different service
requirements. You can configure the following security functions:

e  Packet filtering firewall

e ASPF

e Port mapping

e Aging time of the firewall session table
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e Attack defense

When configuring the following functions on a virtual firewall, you must specify a
VPN instance:

e Configuring a blacklist on the virtual firewall

e Configuring a whitelist on the virtual firewall

e Configuring defense against ICMP Flood attacks

e Configuring defense against SYN Flood attacks

e Configuring defense against UDP Flood attacks

Procedure
e Configuring a blacklist on the virtual firewall
a. Run system-view

The system view is displayed.
b. Run firewall blacklist enable

The blacklist function is enabled.
¢. Run firewall blacklist /jp-address [ vpn-instance vpn-instance-name ]
[ expire-time minutes ]
An entry is added to the blacklist.
e Configuring a whitelist on the virtual firewall
a. Run system-view

The system view is displayed.
b. Run firewall whitelist jp-address [ vpn-instance vpn-instance-name ]
[ expire-time minutes ]
An entry is added to the whitelist.
e Configuring defense against ICMP Flood attacks
a. Run system-view

The system view is displayed.
b. Run firewall defend icmp-flood enable

The ICMP Flood attack defense function is enabled.
¢. Run firewall defend icmp-flood { ip /p-address [ vpn-instance vpn-
instance-name] | zone zone-name } [ max-rate rate-value]
The parameters of ICMP Flood attack defense are set.
e Configuring defense against SYN Flood attacks
a. Run system-view

The system view is displayed.
b. Run firewall defend syn-flood enable

The SYN Flood attack defense function is enabled.

¢. Run firewall defend syn-flood { ip /p-address [ vpn-instance vpn-
instance-name] | zone zone-name} [ max-rate rate-value] [ tcp-proxy
{auto | off |on } ]
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The parameters of SYN Flood attack defense are set.
e Configuring defense against UDP Flood attacks
a. Run system-view

The system view is displayed.
b. Run firewall defend udp-flood enable

The UDP Flood attack defense function is enabled.

¢. Run firewall defend udp-flood { ip ip-address [ vpn-instance vpn-
instance-name] | zone zone-name } [ max-rate rate-value]
The parameters of UDP Flood attack defense are set.

--—-End

6.15.3 Verifying the Virtual Firewall Configuration

Procedure

e Run the display firewall zone [ zone-name] [ interface | priority ]
command to check information about a zone.

e Run the display firewall interzone [ zone-namel zone-name2] command to
check information about an interzone.

e Run the display firewall blacklist { all | jp-address [ vpn-instance vpn-
instance-name ] | dynamic | static | vpn-instance vpn-instance-name }
command to check information about the blacklist.

e Run the display firewall whitelist { all | /p-address [ vpn-instance vpn-
instance-name ] | vpn-instance vpn-instance-name } command to check
information about the whitelist.

e Run the display firewall defend { flag | { icmp-flood | syn-flood | udp-
flood } [ ip [ /p-address [ vpn-instance vpn-instance-name] ] | zone [ zone-
name] ]| other-attack-type } command to check information about attack
defense.

----End
6.16 Configuring Firewalls in HSB Mode

6.16.1 Configuring an HSB Service

Context

An HSB service establishes an HSB channel for transmitting packets of other
services and maintains the link status by notifying the HSB group of the faulty
link.

An HSB service provides the following functions:

e Establishing an HSB channel: A TCP channel is established for sending HSB
packets by setting the IP addresses and port numbers of the local and peer

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 474



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 6 Firewall Configuration

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

devices. The HSB service provides packet sending and receiving for other
services and notifies link status changes.

e Maintaining the link status of the HSB channel: HSB packets are sent and
retransmitted to prevent long TCP interruption that is not detected by the
protocol stack. If a device does not receive an HSB packet from the peer
device within the period (retransmission interval x retransmission times), the
local device receives a message indicating the exception and then re-
establishes a channel to the peer.

(11 NOTE

e Parameters for the HSB channel must be configured on the local and remote ends at the
same time. The source IP address, destination IP address, source port, and destination port of
the local end are the destination IP address, source IP address, destination port, and source
port of the remote end, respectively.

e Parameters of HSB service packets, including the interval and packet retransmission times,
must be the same on both ends.

e Pay attention to the following points when configuring a shared key:

e  Configuring a shared key for HSB service is not recommended in a secure network
environment because this configuration will degrade the HSB performance. If the
shared key is required, ensure that the same shared key is configured at both ends of
the HSB service. Inconsistent keys on both ends will cause frequent interruption of the
HSB channel.

e  The key command must be configured before the service-ip-port command; otherwise,
the key command will fail to be configured.

Run system-view

The system view is displayed.

Run hsb-service service-index

An HSB service is created and the HSB service view is displayed.
By default, no HSB service is created.

(Optional) Run key cipher key-string

The key used by the HSB devices is configured.

By default, the key used by HSB devices is not configured.

Run service-ip-port local-ip /local-ip-address peer-ip peer-jp-address local-data-
port local-port peer-data-port peer-port

The IP address and port number of an HSB channel is configured.
By default, the IP address and port number of an HSB channel are not configured.

(Optional) Run service-keep-alive detect retransmit retransmit-times interval
interval-value

The retransmission times and interval of HSB packets are set.

The default number of retransmission times is 5, and the default retransmission
interval is 3 seconds.

--—-End
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6.16.2 Configuring an HSB Group

Context

An HSB group instructs service modules to perform batch backup, real-time
backup, and status synchronization. The backup of services depends on the status
negotiation and event notification mechanisms provided by the HSB group,
synchronizing services on the master and backup devices.

An HSB group synchronizes backup information and responds to link status
changes through the HSB channel established by the HSB service. To make the
HSB group work properly, bind an HSB service to the HSB group. In addition, the
HSB group must be bound to a VRRP group to negotiate the service status based
on the VRRP status. By monitoring the changes in the bound HSB channel status
and VRRP status, the HSB group instructs service modules to perform batch
backup, real-time backup, and status synchronization.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run hsb-group group-index
An HSB group is created and the HSB group view is displayed.
By default, no HSB group is created.

Step 3 Run bind-service service-index
An HSB service is configured for binding to the HSB group.
By default, no HSB service is bound to an HSB group.

Step 4 Run track vrrp vrid virtual-router-id interface interface-type interface-number
A VRRP group is configured for binding to the HSB group.
By default, no HSB group is bound to a VRRP group.

Step 5 Run quit
The system view is displayed.
Step 6 (Optional) Run hsb-service-type firewall hsb-group group-index
The firewall service is bound to the HSB group
{11 NOTE
STP, VRRP, and MTU cannot be configured on the HSB link.
Bind firewall service to an HSB group before enabling the HSB group.

--—-End
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6.16.3 Enabling an HSB Group

Context

An HSB group takes effect and notifies the service modules of status changes only
after the HSB group is enabled.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run hsb-group group-index

The HSB group view is displayed.

Step 3 Run hsb enable

The HSB group is enabled.

--—-End

6.16.4 Verifying the HSB Configuration

Procedure

Run the display hsb-group group-index command to view information about
the HSB group.

Run the display hsb-service service-index command to view information
about the HSB service.

--—-End

6.17 Maintaining the Firewall

6.17.1 Displaying the Firewall Configuration

Procedure

Run the display firewall zone [ zone-name] [ interface | priority ]
command to view the configurations of all zones or a specified zone.

Run the display firewall interzone [ zone-name?l zone-name2] command to
view the configurations of an interzone.

Run the display firewall blacklist configuration command to view the
status of the blacklist function.

Run the display firewall blacklist { all | /jp-address [ vpn-instance vpn-
instance-name ] | dynamic | static | vpn-instance vpn-instance-name }
command to view the blacklist entries.
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Run the display firewall whitelist { all | jp-address [ vpn-instance vpn-
instance-name] | vpn-instance vpn-instance-name } command to view the
whitelist entries.

Run the display firewall statistics system [ normal all | defend ] command
to view the system-level traffic statistics.

Run the display firewall statistics zone zone-name { inzone | outzone } all
command to view the zone-level traffic statistics and traffic monitoring
information.

Run the display firewall statistics zone-ip zone-name command to view the
status of traffic monitoring function and session thresholds for each protocol.

Run the display firewall-nat session aging-time command to view the
timeout of entries in the session table.

Run the display port-mapping [ dns | ftp | http | rtsp | sip | port port-
number | pptp ] command to view the mappings between application-layer
protocols and ports.

Run the display firewall defend { flag | { icmp-flood | syn-flood | udp-
flood } [ ip [ /p-address [ vpn-instance vpn-instance-name] ] | zone [ zone-
name] 1| other-attack-type } command to view the status and configuration
of the attack defense functions.

Run the display firewall log configuration command to view the global
configuration of the log function.

Run the display firewall session { all [ verbose ] | number }, display
firewall session protocol { protocol-number | protocol-name } [ source
source-address [ source-port] ] [ destination destination-address

[ destination-port] ] [ verbose ], display firewall session destination
destination-address [ destination-port] [ verbose ], or display firewall
session source source-address [ source-port] [ destination destination-
address [ destination-port] ] [ verbose ] command to check the session table
of the firewall.

Run the display firewall ipv6 session { all [ verbose ] | number }, display
firewall ipv6 session protocol { protocol-number | protocol-name} [ source
source-address [ source-port] ] [ destination destination-address

[ destination-port] ] [ verbose ], display firewall ipv6 session destination
destination-address [ destination-port] [ verbose ], or display firewall ipv6
session source source-address [ source-port] [ destination destination-
address [ destination-port] ] [ verbose ] command to check the IPv6 session
table of the firewall.

Run the display firewall app { servermap | session } table statistics
command to check statistics on firewall application entries.

Run the display firewall app session table [ application-protocol { dns | ftp
| http | pptp | rtsp | sip } ] [ source-ip ip-address [ port-number] ]

[ destination-ip /jp-address [ port-number] ] command to check the
application session table.

Run the display session { all [ verbose ] | number } or display session
destination destination-address [ destination-port] [ verbose ] or display
session source source-address [ source-port] [ destination destination-
address [ destination-port] ] [ verbose ] or display session protocol

{ protocol-number | protocol-name } [ source source-address [ source-port] ]
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[ destination destination-address [ destination-port] ] [ verbose ] command
to check the session table information.

--—-End

6.17.2 Clearing the Firewall Statistics

Context
To view the communication packets of a device within a specified period, clear the
previous packet statistics first.

Procedure

e  Run the clear firewall statistics system normal command in the system
view to clear the statistics about normal packets in the system.

e Run the clear firewall statistics zone zone-name command in the system
view to clear the statistics about normal packets in a zone.

--—-End

6.17.3 Clearing Statistics on Firewall Application Entries

Context

You can clear existing statistics on firewall application entries when you need to
collect new statistics. After you perform this task, all statistics on firewall
application entries are cleared.

(11 NOTE

Statistics on firewall application entries cannot be restored after they are cleared. Exercise
caution when you use the command.

Procedure

e Run the reset firewall app { servermap | session } table statistics command
to clear statistics on firewall application entries.

--—-End

6.17.4 Clearing Attack Defense Statistics on Firewall

Context

To collect attack defense statistics on the firewall, run this command to clear
existing statistics first. After this command is run, attack defense statistics on the
firewall are deleted.

(1 NOTE

Attack defense statistics on the firewall cannot be restored after you clear them. So,
confirm the action before you use the command.
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Procedure

e Run the reset firewall statistics system defend command to clear attack
defense statistics on the firewall.

--—-End

6.18 Configuration Examples for Firewalls

6.18.1 Example for Configuring the ACL-based Packet Filtering
Firewall

Networking Requirements

As shown in Figure 6-22, Eth2/0/0 of the Router is connected to a highly secure
internal network, and GE3/0/0 is connected to an insecure external network. The
Router must filter the packets between the internal network and the external
network. The following requirements must be met:

e A host (10.39.2.3) on the external network is allowed to access the servers in
the internal network.

e Other hosts are not allowed to access servers on the internal network.

Figure 6-22 Network diagram for configuring ACL-based packet filtering
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Configuration Roadmap
The configuration roadmap is as follows:

Configure zones and an interzone.
Add interfaces to the zones.
Configure an ACL.

P

Configure ACL-based packet filtering in the interzone.
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Procedure

Step 1 Configure zones and an interzone on the Router .

<Huawei> system-view

[Huawei] firewall zone trust
[Huawei-zone-trust] priority 14
[Huawei-zone-trust] quit

[Huawei] firewall zone untrust
[Huawei-zone-untrust] priority 1
[Huawei-zone-untrust] quit

[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] firewall enable
[Huawei-interzone-trust-untrust] quit

Step 2 Add Router interfaces to zones.

[Huawei] vlan 100

[Huawei-vlan100] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] ip address 10.38.1.1 24
[Huawei-Vlanif100] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] port link-type access
[Huawei-Ethernet2/0/0] port default vlan 100
[Huawei-Ethernet2/0/0] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] zone trust
[Huawei-Vlanif100] quit

[Huawei] interface gigabitethernet 3/0/0
[Huawei-GigabitEthernet3/0/0] ip address 10.39.2.1 24
[Huawei-GigabitEthernet3/0/0] zone untrust
[Huawei-GigabitEthernet3/0/0] quit

Step 3 Configure an ACL on the Router .

[Huawei] acl 3102

[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.2 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.3 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.4 0.0.0.0
[Huawei-acl-adv-3102] rule deny ip

[Huawei-acl-adv-3102] quit

Step 4 Configure packet filtering on the Router .

[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] packet-filter 3102 inbound
[Huawei-interzone-trust-untrust] quit

Step 5 Verify the configuration.

After the configuration is complete, only the specified host (10.39.2.3) can access
servers on the internal network.

Run the display firewall interzone [ zone-name1 zone-name2] command on the
Router , and the result is as follows:

[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet-filter default deny inbound

packet-filter default permit outbound

packet-filter 3102 inbound

--—-End

Configuration Files

Configuration file of the Router
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#

vlan batch 100

#

acl number 3102

rule 5 permit tcp source 10.39.2.3 0 destination 10.38.1.2 0
rule 10 permit tcp source 10.39.2.3 0 destination 10.38.1.3 0
rule 15 permit tcp source 10.39.2.3 0 destination 10.38.1.4 0
rule 20 deny ip

#

interface Vlanif100

ip address 10.38.1.1 255.255.255.0
zone trust

#

firewall zone trust

priority 14

#

firewall zone untrust

priority 1

#

firewall interzone trust untrust
firewall enable

packet-filter 3102 inbound

#

interface Ethernet2/0/0

port link-type access

port default vlan 100

#

interface GigabitEthernet3/0/0

ip address 10.39.2.1 255.255.255.0
zone untrust
#

return

6.18.2 Example for Configuring ASPF and Port Mapping

Networking Requirements

As shown in Figure 6-23, Eth2/0/0 of the Router is connected to a highly secure
internal network, and GE3/0/0 is connected to an insecure external network. The
Router must filter the packets and perform ASPF check between the internal
network and the external network. The following requirements must be met:

e A host (10.39.2.3) on the external network is allowed to access the servers in
the internal network.

e Other hosts are not allowed to access servers on the internal network.

e The Router checks the FTP status of the connections and filters out undesired
packets.

e The packets from the external host are sent to the FTP server through port
2121, which is used as the port of the FTP protocol.
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Figure 6-23 Network diagram of ASPF and port mapping
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Configuration Roadmap
The configuration roadmap is as follows:

Configure zones and an interzone.

Add interfaces to the zones.

Configure ACLs.

Configure ACL-based packet filtering in the interzone.
Configure ASPF in the interzone.

Map port 2121 to the FTP protocol.
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Procedure

Step 1 Configure zones and an interzone on the Router .

<Huawei> system-view

[Huawei] firewall zone trust
[Huawei-zone-trust] priority 14
[Huawei-zone-trust] quit

[Huawei] firewall zone untrust
[Huawei-zone-untrust] priority 1
[Huawei-zone-untrust] quit

[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] firewall enable
[Huawei-interzone-trust-untrust] quit

Step 2 Add the interfaces of Router to zones.

[Huawei] vlan 100

[Huawei-vlan100] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] ip address 10.38.1.1 24
[Huawei-Vlanif100] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] port link-type access
[Huawei-Ethernet2/0/0] port default vlan 100
[Huawei-Ethernet2/0/0] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] zone trust
[Huawei-Vlanif100] quit

[Huawei] interface gigabitethernet 3/0/0
[Huawei-GigabitEthernet3/0/0] ip address 10.39.2.1 24
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Step 3

Step 4

Step 5

Step 6

Step 7

[Huawei-GigabitEthernet3/0/0] zone untrust
[Huawei-GigabitEthernet3/0/0] quit

Configure ACLs on Router .

[Huawei] acl 2102

[Huawei-acl-basic-2102] rule permit source 10.38.1.2 0.0.0.0

[Huawei-acl-basic-2102] quit

[Huawei] acl 3102

[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.2 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.3 0.0.0.0
[Huawei-acl-adv-3102] rule permit tcp source 10.39.2.3 0.0.0.0 destination 10.38.1.4 0.0.0.0
[Huawei-acl-adv-3102] rule deny ip

[Huawei-acl-adv-3102] quit

Configure packet filtering on Router .

[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] packet-filter 3102 inbound

Configure ASPF on the Router .

[Huawei-interzone-trust-untrust] detect aspf ftp
[Huawei-interzone-trust-untrust] quit

Configure port mapping on the Router .
[Huawei] port-mapping ftp port 2121 acl 2102

Verify the configuration.

Run the display firewall interzone zone-name1 zone-nameZ2 command on the
Router , and the command output is as follows:

[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet-filter default deny inbound

packet-filter default permit outbound

packet-filter 3102 inbound

detect aspf ftp

Run the display port-mapping ftp command on the Router , and the command
output is as follows:

[Huawei] display port-mapping ftp

Service Port Acl Type

ftp 21 system defined
ftp 2121 2102 user defined

Total number is : 2

--—-End

Configuration Files

Configuration file of the Router

#

vlan batch 100

#

acl number 2102

rule 5 permit source 10.38.1.2 0

#

acl number 3102

rule 5 permit tcp source 10.39.2.3 0 destination 10.38.1.2 0
rule 10 permit tcp source 10.39.2.3 0 destination 10.38.1.3 0
rule 15 permit tcp source 10.39.2.3 0 destination 10.38.1.4 0
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rule 20 deny ip

#

port-mapping ftp port 2121 acl 2102
#

interface Vlanif100

ip address 10.38.1.1 255.255.255.0
zone trust

#

firewall zone trust

priority 14

#

firewall zone untrust

priority 1

#

firewall interzone trust untrust
firewall enable

packet-filter 3102 inbound

detect aspf ftp

#

interface Ethernet2/0/0

port link-type access

port default vlan 100

#

interface GigabitEthernet3/0/0

ip address 10.39.2.1 255.255.255.0
zone untrust
#

return

6.18.3 Example for Configuring the Blacklist

Networking Requirements

As shown in Figure 6-24, Eth2/0/0 of the Router is connected to a highly secure
internal network, and GE3/0/0 is connected to the insecure external network.

The Router needs to apply IP address sweeping defense and blacklist functions to
the packets sent from the Internet to the enterprise intranet. If the Router detects
that an IP address sweeping attack defense from an IP address, it adds the IP
address to the blacklist. The maximum session rate is 5000 pps, and the blacklist
timeout is 30 minutes.

If an IP address, for example, 1.1.1.2, attempts to attack the enterprise intranet
multiple times, you can manually add the IP address to the blacklist. Then the IP
address will be always in the blacklist.

Figure 6-24 Network diagram of blacklist configuration
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Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

The configuration roadmap is as follows:

Configure zones and an interzone.
Add interfaces to the zones.
Enable the blacklist function.

Add an entry to the blacklist.

o Uk~ whNh =

Configure zones and an interzone on the Router .

[Huawei] firewall zone trust
[Huawei-zone-trust] priority 14
[Huawei-zone-trust] quit

[Huawei] firewall zone untrust
[Huawei-zone-untrust] priority 1
[Huawei-zone-untrust] quit

[Huawei] firewall interzone trust untrust
[Huawei-interzone-trust-untrust] firewall enable
[Huawei-interzone-trust-untrust] quit

Add Router interfaces to zones.

[Huawei] vlan 100

[Huawei-vlan100] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] ip address 10.38.1.1 24
[Huawei-Vlanif100] quit

[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] port link-type access
[Huawei-Ethernet2/0/0] port default vlan 100
[Huawei-Ethernet2/0/0] quit

[Huawei] interface vlanif 100
[Huawei-Vlanif100] zone trust
[Huawei-Vlanif100] quit

[Huawei] interface gigabitethernet 3/0/0
[Huawei-GigabitEthernet3/0/0] ip address 1.1.2.1 24
[Huawei-GigabitEthernet3/0/0] zone untrust
[Huawei-GigabitEthernet3/0/0] quit

Enable the blacklist function.
[Huawei] firewall blacklist enable

Add an entry to the blacklist.
[Huawei] firewall blacklist 1.1.1.2

Enable the defense against IP address sweeping and port scanning.

Configure the maximum session rate and blacklist timeout for the defense
against IP address sweeping and port scanning.

Enable the defense against IP address sweeping and port scanning.

[Huawei] firewall defend ip-sweep enable
[Huawei] firewall defend port-scan enable

Configure the maximum session rate and blacklist timeout for the defense against

IP address sweeping and port scanning.
[Huawei] firewall defend ip-sweep max-rate 5000

[Huawei] firewall defend ip-sweep blacklist-expire-time 30
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Step 7

[Huawei] firewall defend port-scan max-rate 5000
[Huawei] firewall defend port-scan blacklist-expire-time 30

Verify the configuration.

Run the display firewall interzone [ zone-namel zone-name2] command on the
Router , and the command output is as follows:

[Huawei] display firewall interzone trust untrust
interzone trust untrust

firewall enable

packet-filter default deny inbound

packet-filter default permit outbound

Run the display firewall blacklist all command on the Router , and the
command output is as follows:

[Huawei] display firewall blacklist all
Firewall Blacklist Items :

IP-Address Reason Expire-Time(m) VPN-Instance

1.1.1.2 Manual Permanent

total number is : 1

Run the display firewall defend command on the Router , and the command

output is as follows:

[Huawei] display firewall defend port-scan
defend-flag : enable
max-rate : 5000 (pps)
blacklist-expire-time  :30 (m)

[Huawei] display firewall defend ip-sweep
defend-flag : enable
max-rate : 5000 (pps)
blacklist-expire-time  :30 (m)

--—-End

Configuration Files

Configuration file of the Router

#

firewall defend ip-sweep enable

firewall defend port-scan enable
firewall defend ip-sweep max-rate 5000
firewall defend ip-sweep blacklist-expire-time 30
firewall defend port-scan max-rate 5000
firewall defend port-scan blacklist-expire-time 30
#

firewall blacklist enable

firewall blacklist 1.1.1.2

#

vlan batch 100

#

interface Vlanif100

ip address 10.38.1.1 255.255.255.0

zone trust

#

firewall zone trust

priority 14

#

firewall zone untrust
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priority 1

#

firewall interzone trust untrust
firewall enable

#

interface Ethernet2/0/0

port link-type access

port default vlan 100

#

interface GigabitEthernet3/0/0
ip address 1.1.2.1 255.255.255.0
zone untrust

#

return

6.18.4 Example for Configuring Blacklists on Virtual Firewalls

Networking Requirements
On the Router, virtual firewalls can be independently deployed on VPN instances.

As shown in Figure 6-25, virtual firewalls are configured for VPN instances on the
Router to isolate department A and department B. Firewall policies are deployed
independently and zones are configured for each VPN. Department A detects
attack packets from 10.3.1.2 on VPN1. A blacklist needs to be configured on VPN1
to discard packets with source IP address 10.3.1.2.

Figure 6-25 Networking diagram of blacklist configuration on virtual firewalls
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Configuration Roadmap

Procedure

Step 1

Step 2

The configuration roadmap is as follows:

1. Configure VPN instances on the Router to isolate department A from

department B.
2. Configure zones on the Router.

Configure a blacklist for VPN1 on the Router to filter out packets with source

IP address 10.3.1.2.

Configure VPN instances on the Router.

# Configure VPN instances vpn1 and vpn2 for department A and department B.

<Huawei> system-view

[Huawei] sysname Router

[Router] ip vpn-instance vpn1

[Router-vpn-instance-vpn1] ipv4-family
[Router-vpn-instance-vpn1-af-ipv4] route-distinguisher 100:1
[Router-vpn-instance-vpn1-af-ipv4] quit
[Router-vpn-instance-vpn1] quit

[Router] ip vpn-instance vpn2

[Router-vpn-instance-vpn2] ipv4-family
[Router-vpn-instance-vpn2-af-ipv4] route-distinguisher 200:1
[Router-vpn-instance-vpn2-af-ipv4] quit
[Router-vpn-instance-vpn2] quit

# Bind VPN instances to private interfaces and configure private IP addresses as

gateway addresses.

[Router] interface gigabitethernet 1/0/0
[Router-GigabitEthernet1/0/0] ip binding vpn-instance vpn1
[Router-GigabitEthernet1/0/0] ip address 10.1.1.1 255.255.255.0
[Router-GigabitEthernet1/0/0] quit

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] ip binding vpn-instance vpn2
[Router-GigabitEthernet2/0/0] ip address 10.2.1.1 255.255.255.0
[Router-GigabitEthernet2/0/0] quit

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] ip binding vpn-instance vpn1
[Router-GigabitEthernet3/0/0] ip address 10.3.1.1 255.255.255.0
[Router-GigabitEthernet3/0/0] quit

[Router] interface gigabitethernet 4/0/0
[Router-GigabitEthernet4/0/0] ip binding vpn-instance vpn2
[Router-GigabitEthernet4/0/0] ip address 10.4.1.1 255.255.255.0
[Router-GigabitEthernet4/0/0] quit

Configure zones on the Router.

# Configure zones and an interzone for vpn1 on the Router.

[Router] firewall zone trust_a

[Router-zone-trust_a] priority 15
[Router-zone-trust_a] quit

[Router] firewall zone untrust_a
[Router-zone-untrust_a] priority 1
[Router-zone-untrust_a] quit

[Router] firewall interzone trust_a untrust_a
[Router-interzone-trust_a-untrust_a] firewall enable
[Router-interzone-trust_a-untrust_a] quit

# Configure zones and an interzone for vpn2 on the Router.
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[Router] firewall zone trust_b

[Router-zone-trust_b] priority 30
[Router-zone-trust_b] quit

[Router] firewall zone untrust_b
[Router-zone-untrust_b] priority 5
[Router-zone-untrust_b] quit

[Router] firewall interzone trust_b untrust_b
[Router-interzone-trust_b-untrust_b] firewall enable
[Router-interzone-trust_b-untrust_b] quit

# On the Router, add interfaces to zones.

[Router] interface gigabitethernet 1/0/0
[Router-GigabitEthernet1/0/0] zone trust_a
[Router-GigabitEthernet1/0/0] quit

[Router] interface gigabitethernet 2/0/0
[Router-GigabitEthernet2/0/0] zone trust_b
[Router-GigabitEthernet2/0/0] quit

[Router] interface gigabitethernet 3/0/0
[Router-GigabitEthernet3/0/0] zone untrust_a
[Router-GigabitEthernet3/0/0] quit

[Router] interface gigabitethernet 4/0/0
[Router-GigabitEthernet4/0/0] zone untrust_b
[Router-GigabitEthernet4/0/0] quit

Step 3 Configure the blacklist for vpn1 on the Router.

# Enable the blacklist function.

[Router] firewall blacklist enable

# Add a blacklist entry in vpn1.

[Router] firewall blacklist 10.3.1.2 vpn-instance vpn1
Step 4 Verify the configuration.

# After the configuration is complete, run the display firewall interzone
command on the Router to view interzone policies.

[Router] display firewall interzone
interzone trust_a untrust_a

firewall enable

packet-filter default deny inbound
packet-filter default permit outbound

interzone trust_b untrust_b

firewall enable

packet-filter default deny inbound
packet-filter default permit outbound

total number is : 2

# Run the display firewall blacklist all command on the Router to view blacklist
information.

[Router] display firewall blacklist all
Firewall blacklist items :

IP-Address Reason Expire-Time(m) VPN-Instance

10.3.1.2 Manual Permanent  vpn1

Total number is : 1
# Packets of PC3 cannot pass through virtual firewall vpn1.

--—-End

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 490



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security 6 Firewall Configuration

Configuration Files

Configuration file of the Router

#

sysname Router

#

ip vpn-instance vpn1
ipv4-family
route-distinguisher 100:1

#

ip vpn-instance vpn2
ipv4-family
route-distinguisher 200:1

#

firewall zone trust_a
priority 15

#

firewall zone trust_b
priority 30

#

firewall zone untrust_a
priority 1

#

firewall zone untrust_b
priority 5

#

firewall interzone trust_a untrust_a
firewall enable

#

firewall interzone trust_b untrust_b
firewall enable

#

firewall blacklist enable

firewall blacklist 10.3.1.2 vpn-instance vpn1

#

interface GigabitEthernet1/0/0

ip binding vpn-instance vpn1

ip address 10.1.1.1 255.255.255.0
zone trust_a

#

interface GigabitEthernet2/0/0

ip binding vpn-instance vpn2

ip address 10.2.1.1 255.255.255.0
zone trust_b

#

interface GigabitEthernet3/0/0

ip binding vpn-instance vpn1

ip address 10.3.1.1 255.255.255.0
zone untrust_a

#

interface GigabitEthernet4/0/0

ip binding vpn-instance vpn2

ip address 10.4.1.1 255.255.255.0
zone untrust_b

#

return

6.18.5 Example for Configuring Firewall HSB

Networking Requirements

To ensure enterprise intranet security, Enterprise A deploys a firewall between the
intranet and extranet. All traffic must pass through the firewall device; therefore,
the firewall device failure leads to interruption of all traffic. To enhance network
reliability, Enterprise A deploys two firewall devices in HSB mode to ensure
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uninterrupted network upon the failure of a firewall device, as shown in Figure
6-26.

Figure 6-26 Networking diagram for configuring firewall HSB
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Configuration Roadmap

In normal cases, hosts in Enterprise A use RouterA as the default gateway to
access the Internet. When RouterA becomes faulty, RouterB takes over services on
RouterA. The configuration roadmap is as follows:

1. Assign an IP address to each interface of devices and configure a routing
protocol on each device to ensure network connectivity.

2. Configure the firewall function on RouterA and RouterB to implement security
isolation between the enterprise intranet and extranet.

3. Configure VRRP groups on RouterA and RouterB. Configure a high priority for
RouterA as the master device to forward traffic, and a low priority for RouterB
as the backup device.

4. Configure the HSB function for RouterA and RouterB so that service
information on RouterA is backed up to RouterB in batches in real time,
ensuring smooth service switchover from the master device to the backup
device.

5. Enable the firewall HSB function on RouterA and RouterB so that the backup

firewall device RouterB starts the firewall function upon RouterA failure,
ensuring non-stop network running.
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Procedure

Step 1

Step 2

Step 3

Configure devices to ensure network connectivity.

# Assign an IP address to each interface on RouterA. The configuration on RouterB
is similar to that on RouterA.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 24
[RouterA-GigabitEthernet1/0/0] quit

[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] ip address 10.1.1.1 24
[RouterA-GigabitEthernet2/0/0] quit

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.2.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure Layer 2 transparent transmission on Switch.

<Huawei> system-view

[Huawei] sysname Switch

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] interface gigabitethernet 0/0/1
[Switch-GigabitEthernet0/0/1] port hybrid pvid vlan 100
[Switch-GigabitEthernet0/0/1] port hybrid untagged vlan 100
[Switch-GigabitEthernet0/0/1] quit

[Switch] interface gigabitethernet 0/0/2
[Switch-GigabitEthernet0/0/2] port hybrid pvid vlan 100
[Switch-GigabitEthernet0/0/2] port hybrid untagged vlan 100
[Switch-GigabitEthernet0/0/2] quit

Configure the firewall function.

# Configure the firewall function for RouterA. The configuration on RouterB is
similar to that on RouterA.

[RouterA] firewall zone trust
[RouterA-zone-trust] priority 15
[RouterA-zone-trust] quit

[RouterA] firewall zone untrust
[RouterA-zone-untrust] priority 1
[RouterA-zone-untrust] quit

[RouterA] firewall interzone trust untrust
[RouterA-interzone-trust-untrust] firewall enable
[RouterA-interzone-trust-untrust] quit

# Add an interface on RouterA to the security zone. The configuration on RouterB
is similar to that on RouterA.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] zone untrust
[RouterA-GigabitEthernet1/0/0] quit
[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] zone trust
[RouterA-GigabitEthernet2/0/0] quit
[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] zone untrust
[RouterA-GigabitEthernet3/0/0] quit

Configure VRRP groups.
# Create VRRP group 1 on RouterA and set the VRRP priority to 120.

[RouterA] interface gigabitethernet 2/0/0
[RouterA-GigabitEthernet2/0/0] vrrp vrid 1 virtual-ip 10.1.1.111
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[RouterA-GigabitEthernet2/0/0] vrrp vrid 1 priority 120
[RouterA-GigabitEthernet2/0/0] quit

# Create VRRP group 1 on RouterB and set the VRRP priority to 100.

[RouterB] interface gigabitethernet 2/0/0
[RouterB-GigabitEthernet2/0/0] vrrp vrid 1 virtual-ip 10.1.1.111
[RouterB-GigabitEthernet2/0/0] quit

Step 4 Configure the HSB function and enable HSB for the firewall devices.

# Create HSB service 0 on RouterA and configure the IP addresses and port
numbers for the local and peer devices.

[RouterA] hsb-service 0

[RouterA-hsb-service-0] service-ip-port local-ip 192.168.1.1 peer-ip 192.168.1.2 local-data-port 10241
peer-data-port 10241

[RouterA-hsb-service-0] quit

# Create HSB service 0 on RouterB and configure the IP addresses and port
numbers for the local and peer devices.

[RouterB] hsb-service 0

[RouterB-hsb-service-0] service-ip-port local-ip 192.168.1.2 peer-ip 192.168.1.1 local-data-port 10241
peer-data-port 10241

[RouterB-hsb-service-0] quit

# Create HSB group 0 on RouterA, and bind HSB group 0 to VRRP group 1. The
configuration on RouterB is similar to that on RouterA.

[RouterA] hsb-group 0

[RouterA-hsb-group-0] bind-service 0

[RouterA-hsb-group-0] track vrrp vrid 1 interface gigabitethernet 2/0/0
[RouterA-hsb-group-0] quit

# Enable the firewall function for RouterA. The configuration on RouterB is similar
to that on RouterA.

[RouterA] hsb-service-type firewall hsb-group 0

# Enable HSB group 0 on RouterA to make it take effect. The configuration on
RouterB is similar to that on RouterA.

[RouterA] hsb-group 0
[RouterA-hsb-group-0] hsb enable
[RouterA-hsb-group-0] quit

Step 5 Verify the configuration.

# Run the display hsb-group group-index command on RouterA and RouterB to
check the HSB group running status. The command output on Router A and
Router B is as follows:

<RouterA> display hsb-group 0
Hot Standby Group Configuration:

HSB-group 1D :0

Vrrp Group ID 21

Vrrp Interface : GigabitEthernet2/0/0
Service Index :0

Group Vrrp Status : Master

Group Status : Active

Group Backup Process : Realtime

Peer Group Device Name : Router

Peer Group Software Version : V200R010
Group Backup Modules : Firewall
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<RouterB> display hsb-group 0
Hot Standby Group Configuration:

HSB-group ID :0

Vrrp Group ID 01

Vrrp Interface : GigabitEthernet2/0/0
Service Index :0

Group Vrrp Status : Backup

Group Status : Inactive

Group Backup Process : Realtime

Peer Group Device Name : Router

Peer Group Software Version : V200R010
Group Backup Modules : Firewall

# Run the shutdown command on an interface GE2/0/0 of RouterA to simulate a
fault on RouterA.
[RouterA] interface gigabitethernet 2/0/0

[RouterA-GigabitEthernet2/0/0] shutdown
[RouterA-GigabitEthernet2/0/0] quit

# Run the display hsb-group group-index command on RouterB to check the HSB
group status. The command output shows that RouterB is Master.

<RouterB> display hsb-group 0
Hot Standby Group Configuration:

Hsb-group ID 10

Vrrp Group ID 21

Vrrp Interface : GigabitEthernet2/0/0

Service Index 10

Group Vrrp Status : Master

Group Status : Independent

Group Backup Process : Realtime

Peer Group Device Name : Router

Peer Group Software Version : V200R010

Group Backup Modules : Firewall
----End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

hsb-service-type firewall hsb-group 0
#

interface GigabitEthernet1/0/0

ip address 192.168.1.1 255.255.255.0
zone untrust

#

interface GigabitEthernet2/0/0

ip address 10.1.1.1 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111

vrrp vrid 1 priority 120

zone trust

#

interface GigabitEthernet3/0/0

ip address 192.168.2.1 255.255.255.0
zone untrust

#

hsb-service 0

service-ip-port local-ip 192.168.1.1 peer-ip 192.168.1.2 local-data-port 10241 peer-data-port 10241

#

firewall zone trust
priority 15

#
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firewall zone untrust
priority 1
#

firewall interzone trust untrust

firewall enable

#

hsb-group 0

track vrrp vrid 1 interface GigabitEthernet2/0/0
bind-service 0

hsb enable

#

return

RouterB configuration file

#

sysname RouterB

#

hsb-service-type firewall hsb-group 0
#

interface GigabitEthernet1/0/0

ip address 192.168.1.2 255.255.255.0
zone untrust

#

interface GigabitEthernet2/0/0

ip address 10.1.1.2 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.1.111

zone trust

#

interface GigabitEthernet3/0/0

ip address 192.168.2.2 255.255.255.0
zone untrust

#

firewall zone trust

priority 15

#

firewall zone untrust

priority 1

#

firewall interzone trust untrust
firewall enable

#

hsb-service 0

service-ip-port local-ip 192.168.1.2 peer-ip 192.168.1.1 local-data-port 10241 peer-data-port 10241

#

hsb-group 0

track vrrp vrid 1 interface GigabitEthernet2/0/0
bind-service 0

hsb enable

#

return

Configuration file of Switch

#

sysname Switch

#

vlan batch 100

#

interface GigabitEthernet0/0/1
port hybrid pvid vlan 100

port hybrid untagged vlan 100
#

interface GigabitEthernet0/0/2
port hybrid pvid vlan 100

port hybrid untagged vlan 100
#

return
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6.19 FAQ About Firewalls

6.19.1 How Do | Delete and View the Firewall and NAT Flow

Table?

Run the reset session all command in the system view to clear the firewall and
NAT flow table.

Run the display session command in any view to check the firewall and NAT flow
table.

6.19.2 How Can | View the ACL Hit Count Configured on the
Packet Filtering Firewall?

In the system view, run the traffic classifier classifier-name command to
create a traffic classifier and access the traffic classifier view. Run the if-
match acl { acl-number | acl-name } command to configure ACL rules for
traffic classification.

In the system view, run the traffic behavior behavior-name command to
create a traffic behavior and access the traffic behavior view. Run the statistic
enable command to enable the traffic statistics function.

In the system view, run the traffic policy policy-name command to create a
traffic policy and access the traffic policy view. Run the classifier classifier-
name behavior behavior-name command to associate a traffic classifier and a
traffic behavior with the traffic policy.

In the interface view, run the traffic-policy policy-name inbound command.

Run the display traffic policy statistics interface /interface-type interface-
number inbound verbose rule-base command to view the ACL hit count
configured on the packet filtering firewall.

6.19.3 Which Protocols Does the AR Firewall ASPF Support?

The following protocols are supported:

File Transfer Protocol (FTP)
Session Initiation Protocol (SIP)
Real-Time Streaming Protocol (RTSP)

6.19.4 What Are the Types of Blacklists? (Firewall)

There are two types of blacklists:

Static blacklists that are configured manually.

Dynamic blacklists that are generated when the system detects scanning
attacks.
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